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Learning Inductive Representations of Biomedical Data

Abstract

Representation learning with neural networks has catalyzed rapid progress in biomedical pat-

tern recognition. This progress, however, has generally been limited to domains where data are

abundant, richly structured, and stable. In contrast, much of biomedicine is marked by limited and

poorly structured data and by highly dynamic deployment environments. In particular, many of the

most compelling problem areas in biomedicine involve the ‘long tails’ of rare diseases and rare events.

In this thesis, I confront the challenge of learning data representations whose utility can extend into

dynamic and data-poor biomedical domains. I do so through three primary projects:

First, I present a novel method for representation learning with subgraphs. This method, called

Subgraph Neural Networks (Sub-GNN), learns disentangled representations of subgraph structure,

neighborhood, and position through property-aware routing channels. The work is motivated by

the desire for methods that can better contextualize patient phenotypes (encoded as subgraphs) into

the broader context of biomedical knowledge, which could allow for better diagnostic generalization

to novel disorders involving previously unseen phenotypes. Subgraph neural networks provide a

principled framework for doing just this, by leveraging the relational inductive biases of the underly-

ing knowledge graph while still respecting subgraphs as independent entities.

Next, I present an approach to learning coordinated representations of small molecules and their

associated transcriptional signatures. This approach extends a popular paradigm for drug devel-

opment (known as connectivity mapping) to operate inductively, making predictions involving
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drugs that have not previously been experimentally assayed. I benchmark the performance of this

approach, studying the circumstances under which it can and cannot achieve strong performance.

Finally, I present an analysis of the clinical challenges posed by dataset shift, the phenomenon in

which the input data to a deployed machine learning algorithm become mismatched with its train-

ing data. After introducing the problem of general dataset shift, I turn to a special case – adversarial

examples – which reflect the worst-case generalization conditions for a machine learning system. I

then build and test the representational robustness of three high-accuracy machine learning systems,

constructing adversarial examples that cause their accuracy to drop to 0% on data that is impercepti-

bly different from the training data. I discuss the implications of these findings for clinical machine

learning, offering specific regulatory recommendations.

I conclude my thesis with lessons learned from these projects, and provide an extensive appendix

with three additional smaller-scale projects that branched off of my research.
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It is difficult to make predictions, especially about the

future.

Karl Kristian Steincke

Don’t not try.

Kate

0
Introduction

The past decade has witnessed a resurgence of interest in artificial intelligence for biomedicine,

catalyzed in large part by prominent successes involving “deep” neural representation learning.

Within clinical medicine, the greatest achievements of deep learning have been reported in image

and signal processing tasks, with examples coming from radiology101,263, cardiology161, pathol-

ogy23, dermatology81, and ophthalmology.120 In the basic and translational biosciences, machine

1



learning has showed promise on pattern recognition tasks that include protein modeling143, small

molecule property prediction295, chemical synthesis282, and genomics.7 This has resulted in the cre-

ation of billions of dollars in market capitalization, and prompted the United States Food and Drug

Administration (FDA) to propose a novel regulatory framework specifically focused on software

devices powered by artificial intelligence and machine learning.96

For all this excitement, the vast majority of machine learning’s clear successes in biomedicine

have taken place within a fairly narrow technical space. Specifically, machine learning has thrived in

settings where (i) modelers have access to an abundance of well-curated and thoroughly annotated

data, (ii) the data are richly structured and include archetypal motifs that align with the predictive

task, and (iii) the testing conditions of the model closely resemble* those of training. As I will ar-

gue, these criteria do not currently hold for many of the most important problems in biomedicine.

This poses challenges for biomedical machine learning, which I attempt to tackle in my work in this

thesis.

The remainder of this introduction will be organized as follows: First, I will further motivate this

work by describing major obstacles for machine learning that are posed by biomedical data, specif-

ically focusing on those relevant to the three challenges I just described. I will then introduce and

contextualize several technical concepts – inductive generalization, inductive biases, and modern

representation learning – that form key technical background for my work addressing these chal-

lenges. I will close with an outline of the body of this thesis.

*For an example in which the third of these criteria broke down after development, consider the CC-
Cruiser system for cataract diagnosis. Despite extremely accurate prospective performance during initial
publication189, subsequent testing in a new population showed a substantial drop in accuracy186 – from 98%
to 88% – whereas clinician performance was consistent across both populations.
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0.1 Obstacles toMachine Learning Posed by Biomedical Data

0.1.1 Limited data availability and quality.

Many of the most compelling challenges in healthcare involve medicine’s ‘long tail’ – rare diseases,

rare events, and rare outcomes. For example, in the United States, there are as many as 7,000 indi-

vidually rare† diseases that collectively afflict approximately 30 million Americans. Rare diseases

are devastating both medically and economically, and from some perspectives seem to be a natural

fit with machine learning’s promise to partially automate care and/or drug development: Patients

with rare diseases tend to have highly complicated and poorly managed clinical courses, physicians

treating rare diseases self-report limited knowledge of how to do so, and research funding is limited

for most rare diseases296. In addition, the cost to the healthcare system of rare diseases is massive:

management of some rare disease populations can cost up to billions of dollars per year248, with

individual treatments costing an average of $118,820 per patient per year290 and reaching prices as

high $2 million per dose57. On the opposite end of the spectrum from rare diseases, patients with

anomalously positive clinical courses – the so-called ‘super-responders’ – have attracted attention

on the part of researchers, clinicians, and pharmaceutical companies309,47. Unfortunately and un-

surprisingly, aggregating large data sets from patients at either of these medical tails is extremely

difficult. Furthermore, with approximately 300 entirely novel rare diseases discovered each year67,

and high-dimensionsal genomic data increasingly substratifying known disease populations, many

patients in the healthcare system are truly ‘n-of-1’ at the time of their workup.

Even common diseases frequently pose small data challenges in a clinical and research ecosystem

fraught by poor data infrastructure and reluctant data sharing practices. As of today, no central

health data resource exists in the United States, interoperability between electronic medical records

(EMR) systems is notoriously poor255, and privacy policies and legal practices create a systemic aver-

†Defined by the Orphan Drug act as those affected fewer than 200,000 individuals4

3



sion to sharing healthcare data224. Several promising efforts seek to change these trends, including

data sharing protocols such as Fast Healthcare Interoperability Resources (FHIR)24 and planned

central databases such as the All of Us program275. Internationally, efforts such as the UK Biobank

have made clinicogenomic data available for fairly large populations, but even these data tend to

be limited to fairly healthy populations and to narrow age demographics (typically middle-aged

adults)303. In the basic and translational biosciences, despite fewer legal obstacles, many similar cul-

tural and infrastructural barriers exist to the sharing of data311,324.

Label quality is often just as pressing as data quantity in biomedicine. The majority of clinical

data and labels are derived from electronic health records (EHRs) or billing information, each of

which have well-documented accuracy concerns335,316,266,37. This is partly due to a fundamental

misalignment between the goals of research and a healthcare information ecosystem that is almost

exclusively optimized for the purpose of billing157,305. Furthermore, the ground truth in medicine

is often ambiguous or difficult to surmise, which can result in high inter-rater variability that ne-

cessitates large panels of physicians or gold standard laboratory tests to generate proper labels342.

This, in turn, is an expensive process which likely biases researchers and companies towards creating

datasets with clear economic value. Data quality concerns in basic and translational datasets are also

extremely pressing, with seletive reporting, pressure to publish, poor experimental design, and fraud

included among the underlying root causes20.

Unsurprisingly, all of the above data concerns are magnified as it pertains to traditionally un-

derrepresented minority populations, for whommachine learning systems have been consistently

shown to under-perform233,5.

Taken together, we cannot rely upon the availability of large swaths of well-labeled data for many

biomedical problems, and any decision to apply biomedical machine learning only to problems with

large datasets would systematically exclude our most physically and socially vulnerable patients. It is

therefore necessary to develop methods that extend our success within established domains and tasks
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into new domains and tasks. Achieving this goal will require a confluence of methods frommany

fields of machine learning research, which I outline in Section 0.2.3.

0.1.2 Limited Data Structure andDependence on External Knowledge

Biomedical deep learning has heretofore thrived on imaging, biosignal, and genome/protein se-

quencing tasks. Such data are well-suited for machine learning for several reasons: First, the data

has rich spatial structure that can be exploited by recent advances in deep learning, such as convolu-

tional176 and self-attention321 mechanisms. Second, the data have comparatively limited contextual

dependence on outside information; an x-ray of a leg generally contains all the information neces-

sary for a classifier to determine if that leg is broken, for example.

In contrast, many outstanding biomedical data tasks of interest are centered on high-dimensional‡

categorical data types – billing codes, sets of mutated gene symbols, etc. – with complicated underly-

ing relationships. When encoded in their raw categorical form, the symbols corresponding to these

variables convey no information to machine learning algorithms; again, this can be contrasted with

an x-ray, in which the raw value of a given pixel has direct biological meaning (radiodensity). This

poses challenges for machine learning systems, which are by default required to learn from scratch

the meaning of and background relationships between the symbols, along with the signal related to

the actual predictive task. MLmodels will likewise be unable, by default, to meaningfully generalize

to new tokens (codes, words, genes, etc.) that are related to the training data but that the system has

never directly seen.

In order to extend the successes of machine learning approaches to data with such properties, it

is important to develop methods to incorporate – explicitly or implicitly – pre-existing knowledge

about the problem domain into the data representations. This topic is extensively discussed in the

‡The UnifiedMedical Language System (UMLS) 34, a government-funded attempt to codify medical
terminology, has more than 4 million concepts and 10 million English terms.
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second half of this introduction (see the discussion on relational inductive biases in Section 0.2.2

and representation learning in Section 0.3), and plays a central role in this thesis.

0.1.3 Highly dynamic deployment domains.

Biomedicine is highly dynamic. In clinical settings, it is frequent for new diseases to be discovered or

re-categorized, new treatments and diagnostics to be developed, and existing practices to be found

dangerous or ineffective and thus ceased253. More subtly, healthcare data is dynamic due to tech-

nical factors and due to operational dynamics at various hospitals110,225. Strikingly, non-biological

factors such as time of day, equipment models, and departmental location of various tests have been

shown to be preferentially leveraged17 byMLmodels and in some cases more predictive than the

results of the tests334.

Shifting technologies and laboratory practices also make the translational biosciences a dynamic

domain. For example, consider transcriptional studies, which have shifted over the past several

decades from expressed sequence tag, to RNAmicroarrays, to bulk RNA sequencing, and now sin-

gle cell RNA sequencing192. Each of these broad families of technologies, in turn, includes dozens

of competing platforms and processing pipelines, each of which update frequently yielding slightly

different results48.

Given the dynamic nature of biomedical data, and the fact that it is frequently unclear upon

which features machine learning algorithms rely, it is imperative that we understand the factors that

determine the prospective performance of safety-critical ML systems.

0.1.4 Summary thus far

Many of the most compelling challenges for machine learning in biomedicine are afflicted by limited

data and labels (suggesting the need for tools to better extrapolate from the domains for which we

6



do have data), challenging data structure (suggesting the need to create more informed data repre-

sentations), and dynamic deployment domains (suggesting the need to better understand the impact

of these dynamics on prospective performance). These three challenges provide the guiding motiva-

tion for all of the work in my thesis.

In the next two sections of this introduction, I will take another step back and examine the

broader technical context for these challenges within the field of machine learning. In doing so, I

hope both to add further perspective and motivation for my work, as well as provide a framework

for describing the methods I develop.

0.2 Inductive Generalization and Inductive Biases

Our goal in building machine learning systems is, with rare exceptions, to create algorithms whose

utility extends beyond the dataset in which they are trained. In other words, we desire intelligent

systems that are capable of generalizing to future data. The process of leveraging past observations

to draw inferences about the unobserved is the principle of induction§.

§Terminological note: In a non-technical setting, the term inductive – denoting the inference of general
laws from particular instances – is typically contrasted with the adjective deductive, which denotes the infer-
ence of particular instances from general laws. This broad definition of induction is used in machine learning
to describe, for example, the model fitting process as the inductive step and the deployment on new data as
the deductive step. By the same token, some AI methods such as automated theorem provers95 are described
as deductive. In the setting of current ML research, however, it is much more common for the term ‘induc-
tive’ to refer specifically to methods that are structurally capable of operating on new data points without
retraining. In contrast, transductivemethods require a fixed or pre-specified dataset, and are used to make
internal predictions about missing features or labels46. While manyMLmethods are assumed to be inductive
in both senses of the term, this introduction concerns itself primarily with the broader notion of induction as
it relates to learning from observed data. In contrast, Chapters 1 and 2 involve the second use of this term, as I
propose newmethods that are inductive but whose predecessors were transductive.
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0.2.1 Philosophical Foundations for the Problem of Induction

Even ancient philosophers appreciated the tenuity of inductive generalization. As early as the sec-

ond century, the Greek philosopher Sextus Empiricus argued that the very notion of induction

was invalid79, a conclusion independently argued by the Charvaka school of philosophy in ancient

India246. The so-called “problem of induction,” as it is best known today, was formulated by 18th-

century philosopher David Hume in his twin works A Treatise of Human Nature140 and An En-

quiry Concerning Human Understanding 141. In these works, Hume argues that all inductive infer-

ence hinges upon the premise that the future will follow the past. This premise has since become

known as his “Principle of Uniformity of Nature” (or simply, the “Uniformity Principle”), the “Re-

semblance Principle,” or his “Principle of Extrapolation.”103

In the Treatise and the Inquiry, Hume examines various arguments – intuitive, demonstrative,

sensible, probabilistic – that could be proposed to establish the principle of extrapolation and, hav-

ing rejected them all, concludes that inductive inference itself is “not determin’d by reason.” Hume

thus places induction outside the scope of reason itself, casting it therefore as non-rational if not

irrational. In his 1955 work Fact, Fiction, and Forecast, Nelson Goodman extended and reframed

Hume’s arguments, proposing “a new riddle of induction.”115 For Goodman, the key challenge was

not the validity of induction per se, but rather the recognition that for any set of observations, there

are multiple contradictory generalizations that could be used to explain them.

At least among scientists, the best known formal response to the problem of induction comes

from the philosopher of science Karl Popper. In Conjectures and Refutations252, Popper argues

that science may sidestep the problem of induction by relying instead upon scientific conjecture fol-

lowed by criticism. Stated otherwise, according to Popper, the central goal of scientists should be to

formulate falsifiable theories which can be provisionally treated as true when they survive repeated
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attempts to prove them false ¶. Popper’s arguments may be helpful as we frame our evaluation of

any specific ML system that has already been trained – and thus instantiated, in a sense, as a “conjec-

ture” that can be refuted. However, the training process of ML systems is itself an act of inductive

inference and thus relies on a Uniformity Principle in a way that Popper’s conjecture-refutation

framework does not address.

This thesis is not a work of philosophy. However, I consider it important to acknowledge that

the entire field of machine learning – the branch of AI concerned with constructing computers that

learn from experience213 – is predicated upon a core premise that has, for centuries, been recognized

as unprovable and arguably non-rational. To boot, even if the inductive framework is accepted as

valid, there are an infinite number of contradictory generalizations that are equally consistent with

our training data. While these observations may be philosophical in spirit and may appear impracti-

cal, they provide a framing for extremely practical questions:

Under which circumstances can we reasonably expect the future to resemble the past, as far as our

models are concerned? Given an infinite number of valid generalizations from our data – most of

which are presumably useless or even dangerous – what guiding principles do we leverage to choose

between them? What are the falsifiable empirical claims that we should be making about our mod-

els, and how should we test them? If we are to assume that prospective failure of our systems is the

most likely outcome, as Popper would, what reasonable standards can be set to nevertheless trust

ML in safety-critical settings such as healthcare?

Each of these questions will be repeatedly considered throughout the course of this thesis.

¶Popper’s framing is frequently used to justify the statistical hypothesis testing frameworks proposed by
the likes of Neyman, Pearson, and Fisher. However, the compatibility of Popperian falsification and statistical
hypothesis testing is a matter of debate.130,201,257
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0.2.2 Inductive Biases inMachine Learning

As outlined above, the paradigm of machine learning presupposes the identification – a la Hume

– of some set of tasks and environments for which we expect the future to resemble the past. At

this point, we are thus forced to determine guiding principles – a la Goodman – that give our mod-

els strong a priori preferences for generalizations that we expect to extrapolate well into the future.

When such guiding principles are instantiated as design decisions in our models, they are known as

inductive biases.

In his 1980 report The Need for Biases in Learning Generalizations212, TomM.Mitchell argues

that inductive biases constitute the heart of generalization and indeed a key basis for learning itself:

If consistency with the training instances is taken as the sole determiner of appropri-

ate generalizations, then a program can never make the inductive leap necessary to

classify instances beyond those it has observed. Only if the program has other sources

of information, or biases for choosing one generalization over the other, can it non-

arbitrarily classify instances beyond those in the training set. …

The impact of using a biased generalization language is clear: each subset of instances

for which there is no expressible generalization is a concept that could be presented to

the program, but which the program will be unable to describe and therefore unable

to learn. If it is possible to know ahead of time that certain subsets of instances are

irrelevant, then it may be useful to leave these out of the generalization language, in

order to simplify the learning problem. …

Although removing all biases from a generalization systemmay seem to be a desirable

goal, in fact the result is nearly useless. An unbiased learning system’s ability to clas-

sify new instances is no better than if it simply stored all the training instances and

performed a lookup when asked to classify a subsequent instance.
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A key challenge of machine learning, therefore, is to design systems whose inductive biases align

with the structure of the problem at hand. The effect of such efforts is not merely to endow the

model with the capacity to learn key patterns, but also – somewhat paradoxically – to deliberately

hamper the capacity of the model to learn other (presumably less useful) patterns, or at least to drive

the model away from learning them. In other words, inductive biases stipulate the properties that

we believe our model should have in order to generalize to future data; they thus encode our key

assumptions about the problem itself.

The machine learning toolkit has a wide array of methods to induce inductive biases in learn-

ing systems. For example, regularization methods107 such as L1-/L2-penalties313, dropout293, or

early stopping254 are a simple yet powerful means to impose Occam’s razor onto the training pro-

cess. By the same token, the maximummargin loss of support vector machines60, or model selec-

tion based on cross-validation can be described as inductive biases. Bayesian methods of almost any

form induce inductive biases by placing explicit prior probabilities over model parameters. Machine

learning systems that build on symbolic logic, such as inductive logic programming217, encode es-

tablished knowledge into very strict inductive biases, by forcing algorithms to reason about training

examples explicitly in terms of hypotheses derived from pre-specified databases of facts. As nicely

synthesized in Battaglia et al21, the standard layer types of modern neural networks each have dis-

tinct invariances that induce corresponding relational inductive biases; for example, convolutional

layers have spatial translational invariance and induce a relational inductive bias of locality, whereas

recurrent layers have a temporal invariance that induces the inductive bias of sequentiality. Such

relational inductive biases are extremely powerful when well-matched to the data on which they are

applied.

In section 0.3, I will introduce the neural representation learning framework – the dominant

paradigm of machine learning today – and discuss inductive biases in this setting, with a special

emphasis on recent tools for infusing external knowledge into the inductive biases of our models.
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0.2.3 Related areas of machine learning research

The following is a brief overview of some areas of machine learning that touch upon different as-

pects of the challenge of inductive generalization:

Dataset shift (DS)258 is a major obstacle to generalization, and refers to systematic changes be-

tween training and test distributions. DS can be subclassified into changes due to covariate shift304,284,

target shift369, conditional shift368,369, and policy shift281. The existence of dataset shift motivates

the design of models that are stable298 or distributionally robust286 to expected data instabilities.

Alternatively, when properties of and/or samples from the target distribution are available, domain

adaptationmethods such as re-weighting297,117 can be used to improve performance in the target

domain. Many such methods employ principles from the field of causal inference242. The question

of evaluating transportability in light of dataset shift is also intimately connected with the notion of

external validity42,294 developed by statisticians and trialists of the mid-twentieth century. Dataset

shift will be discussed in much greater depth in Chapter 3. Domain Extrapolation is a term that

Tong et al314 and others authors152 have employed a models accuracy outside its training domain;

this is a topic of Chapter 2 and the major theme of Chapter B.

Out-of-distribution (OOD) or anomaly detection127,173,126,184,121,128,214,302 is a field of study fo-

cused on building systems that can recognize the limits of their own generalization. More specifi-

cally, the task of OOD detection focuses on identifying individual instances of input data that are

significantly different‖ from the training set. Typically, papers in this field evaluate methods by

training a model on one dataset (such as the CIFAR-100 dataset169) and then evaluating whether

proposed methods can predict if input data came from another dataset (such as Imagenet69). OOD

detection methods may be useful in prospective deployment of mission-critical ML systems, because

‖Terminiological note: The notion of OOD data is, technically, distinct from that of data in the Univer-
sum, which are data from the same data distribution but not from any class present in the training set 338,365;
in practice, this distinction is not always made in the literature.

12



they could be used to flag anomalous, fabricated, or malformed data. In other words, they may iden-

tify one particular class of instances in which inductive generalization is expected a priori to be poor,

and thus allow users to discount or ignore the results of the model in this setting.

Adversarial examples32,308,114 are inputs to machine learning models that have been crafted to

force the model to make an error. Their relationship with generalization is two-fold. First, adversar-

ial examples provide a tangible test-bed for assessing worst-case generalization; they have thus been

employed by several papers as benchmarks for both distributional robustness and out of distribu-

tion detection286,260. Second, adversarial examples are also studied in the field of computer security,

which consider so-called adversarial attacks by end-users. In this second sense, adversarial examples

provide a test bed for generalization to new environments with malicious agents. Adversarial exam-

ples are discussed (and implemented) in Section 3.3.2 of this thesis.

Fairness262,204 in machine learning is a burgeoning field that seeks to ensure that models can

generalize with the same efficacy to all populations of patients. This touches upon all aspects of the

ML pipeline in healthcare, from data acquisition334,129 to model design49,247 to deployment5,233,33.

Few-shot learning (FSL)172,86,90,209,77 is a research area concerned with designingML algorithms

that can generalize effectively from as few as one or zero labeled training examples. Few-shot learn-

ing – especially in the zero-shot case – tends to be strongly dependent** upon representation learn-

ing, the topic of the next section of this introduction. The field of FSL is also intimately related with

Meta-learning 280,25,94, the field concerned with training algorithms that operate on collections of

learning tasks. Approaches to few shot learning (and meta-learning more broadly) include recurrent

models276, metric learning164,292,325, and optimization267. In particular, metric learning methods

from this field will appear in Chapter 2 of this thesis, where I present a metric-learning based ap-

proach for zero-shot chemical retrieval from transcriptional signatures.

**For an exploration of the connection between few-shot learning and representation learning, see Chapter
15 of Goodfellow et al111

13



0.3 Learned Representations of Data and Knowledge

The performance of most information processing systems, including machine learning systems, typ-

ically depends heavily upon the data representations (or features) they employ. Historically, this

meant the devotion of significant labor and expertise to feature engineering, the design of data trans-

formations and preprocessing techniques to extract and organize discriminative features from data

prior to the application of ML.Representation learning 26,112 is an alternative to feature engineer-

ing, and refers to the training of learned representations of data (or knowledge graphs36) that are

optimized for utility in downstream tasks such as prediction or information retrieval.

0.3.1 Background on Representation Learning

Many canonical methods in statistical learning can be considered representation learning methods.

For example, low-dimensional data representations with desirable properties are learned by unsu-

pervised methods such as principal components analysis243, k-means clustering97, independent

components analysis153, and manifold learning methods such as Isomap310 and locally-linear em-

beddings273. Within the field of machine learning, the most popular paradigm for representation

learning are neural networks26,112, which provide an extremely flexible framework that can in the-

ory be used to approximate any continuous function63. Over the past two decades, representation

learning with neural networks has steadily outperformed traditional feature engineering methods

on a large family of tasks, including speech recognition64, image processing131, and natural language

processing207.

A common feature of all the representation learning methods just mentioned is that they are

designed to learn data representations that have lower dimensionality than the original data. This

basic inductive bias is motivated by the so-calledmanifold hypothesis, which states that most real

world data – images, text, genomes, etc. – are captured and stored in high dimensions but actually
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consist of some lower-dimensional data manifold embedded in that high-dimensional space.

Another desirable property of learned representations is that they be distributed representa-

tions26,112, composed of multiple elements that can be set separately from each other. Distributed

representations are highly expressive: n learned features with k values can represent kn different con-

cepts, with each feature element representing a degree of meaning along its own axis. This results

in a rich similarity space that improves the generalizability of resultant models. The benefits of dis-

tributed representations apply to any data type, but are particularly obvious from a conceptual level

when considering settings such as natural language processing208, where the initial data representa-

tion are encoded as symbols that lack any relationship with their underlying meaning. For example,

the two sentences (or their equivalent triples, in a knowledge graph setting) ‘ibuprofen impairs re-

nal function‘ and ‘Advil damages the kidneys’ have zero tokens or ngrams in common. Thus, ma-

chine learning programs based only on symbols would be unable to extrapolate from one sentence

to the other without relying upon explicit mappings such as ‘ibuprofen has_name Advil’, ‘impairs

has_synonym damages’, etc. In contrast, the distributed representations of these sentences should,

in principle, be nearly identical, facilitating direct extrapolation.

Over the past decade, neural networks have established themselves as the de facto approach to

representation learning for essentially every ML problem in which their training has been shown

feasible26,112. While some neural architectures – e.g. Word2vec206 – are designed exclusively to pro-

duce embeddings that will be utilized in downstream tasks, the primary appeal of neural networks

is that every deep learning architecture serves as a representation learning system. More specifically,

the activations of each layer of neurons serves as a distributed representation of the input that is pro-

gressively refined in a hierarchical manner to produce representations of increased abstraction with

increasing depth††. In this light, a typical supervised neural network architecture of depth k, for

††While even single-layer neural networks can provably approximate any continuous function, this guar-
antee is impractical because the proof assumes an infinite number of hidden nodes63. Deep neural networks,
in contrast, allow for feature re-use that is exponential in the number of layers, which makes deep networks
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example, can arguably be best understood as a representation learning architecture of depth k − 1

followed by a simple linear or logistic regression (see Figure 1A).

Representations learned by neural networks have a number of desirable properties. First, neural

representations are low-dimensional, distributed, and hierarchically organized, as described above.

Neural networks have the ability to learn parameterized mappings that are strongly nonlinear but

can still be used to directly compute embeddings for new data points. Yoshuo Bengio and others

have extensively argued that neural networks have a higher capacity for generalization versus other

well-establishedMLmethods such as kernels29,27 and decision trees28, specifically because they

avoid an excessively strong inductive bias towards smoothness; in other words, when making a new

prediction for some new data point x, deep representation learning methods do not exclusively rely

upon the training points that are immediately nearby x in the original feature space.

Representation learning using neural networks also benefits from being modular, and therefore

flexible‡‡ and extensible to design. For example, given two neural architectures that each create a dis-

tributed representation of a unique data modality, these can be straightforwardly combined into a

single, fused architecture that creates a composite multi-modal representation (e.g. combining au-

dio embeddings and visual embeddings into composite video embeddings228). Such an approach is

leveraged in Chapter 2. Another example of the power afforded by the modularity of neural archi-

tectures areGenerative Adversarial Networks (GANs)113, which learn to generate richly structured

data by pitting a data-simulating ‘generator’ model against a jointly-trained ‘discrimator’ model that

is optimized to distinguish real from generated data. In Supplemental Chapter A, I demonstrate this

approach using a GAN trained to simulate hip radiographs.

Taken together, neural architectures can be designed to expressively implement a broad array of

more expressive and more statistically efficient to train125,26

‡‡The flexibility of neural networks doesn’t come without a price: In addition to obvious concerns about
highly parameterized models and overfitting99, for example, the ease of implementing complicated DL archi-
tectures has arguably produced a research culture focused on ever-larger – and more costly171 – models that
are often poorly characterised and very difficult to reproduce ?
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inductive biases, while still allowing the network parameters to search over millions of compatible

functions.

0.3.2 Infusing Domain Knowledge intoNeural Representations

Neural networks have largely absolved the contemporary researcher of the need to hand-engineer

features, but this reality has not eliminated the role of external knowledge in ML design. In this

section, I compare and contrast the various methods for explicitly and implicitly infusing domain

knowledge into neural representations.

The first paradigm involves the design of layers and architectures that align the representational

capacity of the network with our prior knowledge of the problem domain (Figure 1 top left). For

instance, if we know that the data we provide have a particular property (e.g. unordered features),

we can enforce corresponding constraints in our architecture (e.g. permutation invariance, as in

DeepSet372 or self-attention321 without position encodings). This is an example of a relational in-

ductive bias21. Relatedly, we can manually wire the network in a manner that corresponds with

our prior understanding of relationships between variables. Peng et al245 adopted this approach by

building a feed forward neural network for single cell RNA-Seq data in which the input neurons for

each gene were wired according to the Gene Ontology12; this approach strictly weakens the capac-

ity of the network, but may be useful if we have a strong prior that particular relationships would

be confounding. An alternative means to a similar end is to perform graph convolutions over edges

that reflect domain knowledge202.

Another explicit paradigm for infusing knowledge into neural networks is to augment the archi-

tecture with the ability to query external information (Figure 1 top right). For example, models can

be augmented with knowledge graphs in the form of fact triples, which they can query using an at-

tention mechanism10,162. More generally, attention can be used to allow modules to incorporate

relevant information from embeddings of any knowledge source or data modality. For example, Xu
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Figure 1: Example paradigms for infusing knowledge into learned representaঞons.
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et al. 351 introduced an architecture in which a language model attends to images to generate image

captions. Self-attention, or intra-attention, is an attention mechanism that allows for relating differ-

ent positions within a single sequence52,321, image240, or other instance of input data; this allows

representations to better share and synthesis information across features.

Transfer learning357,236 provides a family of methods to infuse knowledge into a learning algo-

rithm that has been gained from a previous learning task. This is related to, but distinct frommulti-

task learning, which seeks to learn several tasks simultaneously under the premise that performance

and efficiency can be improved by sharing knowledge between the tasks during learning. While

there are many forms of transfer learning375, the canonical form in the setting of deep learning is

pretraining (Figure 1 bottom left). In pretraining, model weights from a trained neural network

are used to initialize some subset of the weights in another network; these parameters can then be

either frozen or “fine-tuned” with further training on a the target task. Initial transfer learning ex-

periments were conducted using unsupervised pretraining with autoencoders ¶ before transferring

weights to a supervised model for a downstream task; this technique is an example of inductive semi-

supervised learning 320. In the past decade, supervised pretraining has become very popular, with the

quintessential example being the initialization of an image processing architecture with all but the fi-

nal layer of a model trained on the ImageNet dataset69. More recently, self-supervised transfer learn-

ing has received significant attention, particularly in natural language processing. In self-supervised

learning, subsets of a data or feature set are masked, and neural networks are trained to predict them

¶Autoencoders133 are an example of a so-called ‘encoder-decoder’ architecture, which learn representa-
tions guided by the inductive bias that a good representation should be able to be used to reconstruct its raw
input. Encoder architectures consist of an encoder, which take the raw input and use a series of layers to em-
bed it into a low-dimensional space, and a decoder, which takes an embedding from the encoder and tries to
construct raw data; this combined architecture is then trained in an end-to-end fashion. When the decoder is
trained specifically to reconstruct the exact same input passed into the encoder, this is called an autoencoder.
(Alternatively, decoders can be trained to produce related data, a prominent example being Seq2seq models
that can, for example, encode a sentence from one language and decode it into another307.) Variational au-
toencoders 160 combine autoencoding with stochastic variational inference to build generative models that can
be use for sampling entirely new data.
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from remaining features. The resulting representations can then be used directly for downstream

tasks, such as information retrieval, or be leveraged for transfer learning. Word embeddings208 are

arguably the first widespread instance of self-supervised transfer learning, with more recent methods

including language model pretraining137,70,321.

Contrastive learningmethods (Figure 1 bottom right) learn representations by taking in small

sets of examples and optimize embeddings to bring similar data together while driving dissimilar

data apart. This is a form ofmetric learning. Early methods in this field include Siamese164,89 and

Triplet networks135, which were initially developed to learn deep representations of images. Re-

cent analyses suggest that many methods developed in the past several years have failed to advance

beyond triplet networks222. Contrastive methods have been used in the pretraining step of a semi-

supervised framework to achieve the current state-of-the-art in limited data image classification51.

In addition, contrastive optimization can be leveraged using multi-modal data to create aligned rep-

resentations across modalities68.

The methods described in this section can be described as a spectrum. Hand-engineered architec-

tures are based on strong and specific prior assumptions about the problem domain, and are used

to fundamentally alter the representational capacity of the network. In contrast, self-supervised and

contrastive architectures make very minimal specific assumptions about the problem domain, and

do nothing to alter the representational capacity of the algorithm; instead their innovation lies in

devising training schemes and loss functions that will guide the network to learn underlying relation-

ships and find a generalizable solution. In between these two extremes, augmented networks make

the assumption that specific knowledge will be helpful, but allow the model to determine for itself

which knowledge to employ. Transfer learning makes the assumption that other specific learning

tasks will provide useful knowledge and experience for the target domain, but makes minimal as-

sumptions about precisely what this knowledge would be. Despite (arguably significant) philosophi-

cal differences, these and yet other paradigms are not mutually exclusive, and share the common goal
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of improving generalization and data efficiency by introducing richer domain understanding into

the neural networks.

Finally, while this section – and indeed several chapters of this thesis – focuses on the design of

neural architectures and training curricula, the role of domain knowledge is truly inescapable when

it comes to the evaluation of deployable systems. Accordingly, the topic of deployment analysis will

be a major theme of this thesis.

0.4 Outline of this Thesis

The remainder of this thesis will be as follows:

In Chapter 1, I formulate the problem of subgraph classification, and present a novel subgraph

representation learning architecture. The primary technical goal of this chapter is to improve the

representational capacity of our methods to encode subgraph data. This work was motivated by de-

sire to have methods that can better contextualize patient phenotypes (subgraphs) into the broader

context of biomedical knowledge, which could allow for better diagnostic generalization to novel

disorders.

In Chapter 2, I describe a cross-model training scheme to learn coordinated representations of

small molecules and their transcriptional profiles in living cells. In contrast with the first chapter, the

innovation in here is a not to produce more representational capacity but rather to induce represen-

tation alignment between chemical embedders and gene expression. The motivation for this work is

to make connectivity mapping (an approach to drug discovery) inductive rather than transductive

with respect to drugs.

In Chapter 3, I present an analysis of the challenges posed by general dataset shift in machine

learning models for healthcare. This includes an extensive evaluation of the representational ro-

bustness of existing deep learning diagnostic tools, as well as a more qualitative analysis of existing
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technology and policy.

I conclude the main body of the text with key lessons learned from these primary projects. In

the Appendices, I provide three additional analyses that branched off of my work: In Appendix A,

I present generative adversarial networks trained to simulate hip fracture images. In Appendix B, I

evaluate the domain extrapolation of connectivity mapping methods, inspired by limitations iden-

tified in chapter 2. In Appendix C, I provide a more thorough analysis of practical risks posed by

adversarial attacks in clinical medicine. Appendix D contains supplementary figures and tables.
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To name an illness is to describe a certain condition of

suffering—a literary act before it becomes a medical one.

A patient, long before he becomes the subject of medical

scrutiny, is, at first, simply a storyteller, a narrator of

suffering—a traveler who has visited the kingdom of

the ill. To relieve an illness, one must begin, then, by

unburdening its story.

Siddhartha Mukherjee

There is no power for change greater than a community

discovering what it cares about.

Margaret J. Wheatley 1
Disentangled Representation Learning for

Subgraphs

Deep learning methods for graphs achieve remarkable performance on many node-level and

graph-level prediction tasks. However, despite the proliferation of the methods and their success,

prevailing Graph Neural Networks (GNNs) neglect subgraphs, rendering subgraph prediction tasks
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challenging to tackle in many impactful applications. Further, subgraph prediction tasks present

several unique challenges: subgraphs can have non-trivial internal topology, but also carry a notion

of position and external connectivity information relative to the underlying graph in which they

exist. Here, we introduce Sub-GNN, a subgraph neural network to learn disentangled subgraph

representations. We propose a novel subgraph routing mechanism that propagates neural messages

between the subgraph’s components and randomly sampled anchor patches from the underlying

graph, yielding highly accurate subgraph representations. Sub-GNN specifies three channels, each

designed to capture a distinct aspect of subgraph topology, and we provide empirical evidence that

the channels encode their intended properties. We design a series of new synthetic and real-world

subgraph datasets. Empirical results for subgraph classification on eight datasets show that Sub-

GNN achieves considerable performance gains, outperforming strong baseline methods, including

node-level and graph-level GNNs, by 12.4% over the strongest baseline. Sub-GNN performs excep-

tionally well on challenging biomedical datasets when subgraphs have complex topology and even

comprise multiple disconnected components.

1.1 Introduction

Deep learning on graphs and Graph Neural Networks (GNNs), in particular, have emerged as the

dominant paradigm for learning latent representations (i.e., embeddings) on graphs346. These meth-

ods condense neighborhood connectivity patterns into low-dimensional embeddings for entities

that can be used for downstream prediction tasks. While graph representation learning has made

tremendous progress in recent years100,376, prevailing methods focus on learning useful representa-

tions for nodes122,352, edges102,181 or entire graphs19,138.

Graph-level representations provide an overarching view of the graphs, but at the loss of some

finer local structure. In contrast, node-level representations focus instead on the preservation of
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the local topological structure (potentially to the detriment of the big picture). It is unclear if these

methods can generate powerful representations for subgraphs and effectively capture the unique

topology of subgraphs. Despite the popularity and importance of subgraphs for machine learn-

ing364,54,370, there is still limited research on subgraph prediction, i.e., to predict if a particular sub-

graph has a particular property of interest (Figure 1.1a). This can be, in part, because subgraphs are

incredibly challenging structures from the topological standpoint (Figure 1.1b). (1) Subgraphs re-

quire that we make joint predictions over larger structures of varying sizes—the challenge is how to

represent subgraphs that do not correspond to enclosing k-hop neighborhoods of nodes and can

even comprise of multiple disparate components that are far apart from each other in the graph. (2)

Subgraphs contain rich higher-order connectivity patterns, both internally among member nodes

as well as externally through interactions between the member nodes and the rest of the graph—

the challenge is how to inject information about border and external subgraph structure into the

GNN’s neural message passing. (3) Subgraphs can be localized and reside in our region of the graph

or can be distributed across multiple local neighborhoods—the challenge is how to effectively learn

about subgraph positions within the underlying graph in which they are defined. (4) Finally, sub-

graph datasets give rise to unavoidable dependencies that emerge from subgraphs sharing edges and

non-edges—the challenge is how to incorporate these dependencies into the model architecture

while still being able to take feature information into account and facilitate inductive reasoning.

Present work Here, we introduce Sub-GNN* (Figure 1.2), a novel graph neural network for

subgraph prediction that addresses all of the above challenges. Unlike current prediction problems

that are defined on individual nodes, pairwise relations, or entire graphs, our task here is to make pre-

dictions for subgraphs. To the best of our knowledge, Sub-GNN is the only representation learning

method designed for subgraph classification. Sub-GNN’s core principle is to propagate messages

*The Sub-GNN implementation and datasets will be provided upon publication.
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Sub-GNN

Figure 1.1: a. Shown is graphG in which nodes explicitly state their group memberships, resulঞng in intricate subgraph
structures, S = {S1, . . . , S5}. Subgraphs S2, S3 and S5 comprise single connected components inG whereas sub-
graphs S1 and S4 each form two isolated components. Colors indicate subgraph labels, C = {C1,C2,C3}. b. We
invesঞgate the problem of predicঞng subgraph properঞes C by learning subgraph representaঞons that recognize and
disentangle the heterogeneous properঞes of subgraphs (i.e., neighborhood, structure, and posiঞon) and how they relate
to underlyingG (i.e., internal connecঞvity and border structure of the edge volume that points outside of the subgraph).

at the subgraph level, via three property-aware channels that capture position, neighborhood, and

structure.

Experiments on eight datasets show that Sub-GNN outperforms baselines by an average of

75.4% on synthetic datasets and 100.6% on real-world datasets. Further, Sub-GNN improves the

strongest baseline by 12.4%. As an example, on a network of phenotypes where subgraphs encode

presenting symptoms associated with a disease, our method is able to distinguish between 10 sub-

categories of monogenic neurological disorders. We also find that several naive generalizations of

node-level and graph-level GNNs have poor performance. This finding is especially relevant as these

generalizations are popular in practical applications, yet they cannot fully realize the potential of

neural message-passing for subgraph prediction, as evidenced by our experiments. For example, we

find that a popular node-level approach, which represents subgraphs with virtual nodes (i.e., meta-

nodes) and then uses an attention-based GNN (e.g., GAT322) to train a node classifier, performs

poorly in a variety of settings. Finally, we design a suite of synthetic subgraph benchmarks that are

uniquely suited for evaluating aspects of subgraph topology and provide four challenging real-world
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datasets to practically test the new algorithms.

1.2 Relatedwork

We proceed by reviewing major threads of research relevant for subgraph representation learning.

Network communities and subgraph prediction The topology of border structure has

been extensively examined in the context of community detection355,226,350 (also known as module

detection and graph clustering), highlighting its importance for network science30,227. However,

community detection, motif counting, and embedding methods for subgraph extraction and kernel-

based similarity estimation278,306,361,327,150,61 are fundamentally different from Sub-GNN. These

methods search for groups of nodes that are well-connected internally while being relatively well-

separated from the rest of the graph and typically limited to individual connected components. In

contrast, Sub-GNN is a subgraph prediction frameworks that reason over a given set of subgraphs.

Learning representations of higher-order structures, ego nets, and enclosing

subgraphs Hypergraph neural networks373 and their variants279,87,371,219 have become a popu-

lar approach for learning on hypergraph-structured data. These methods use the spectral theory of

hypergraphs354 or clique expansion3,148,151 to formulate higher-order message passing, where nodes

receive latent representations from their immediate (one-hop) neighbors and from furtherN-hop

neighbors at every message passing step. Recent studies, e.g.,363,218,337,35 also consider learning of

representations for permutation-invariant functions of sequences (or multiset functions205). These

methods typically express permutation-invariant functions as the average of permutation-sensitive

functions applied to all reorderings of the input sequence. While this approach allows for pooling

operators that are invariant to the ordering of nodes, it does not account for rich subgraph depen-

dencies, such as when subgraphs share edges and have many connections to the rest of the graph.
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Subgraphs and patches in GNNs Subgraph structure is key for numerous graph-related

tasks323,72,360. For example, Patchy-San231 uses local receptive fields to extract useful features from

graphs. Ego-CNN uses ego graphs to find critical structures319. SEAL370 develops a theory show-

ing that enclosing subgraphs are sufficient for link prediction. Building on this evidence, GraIL312

extracts local subgraphs induced by nodes occurring on the shortest paths between the target nodes

and uses them for inducing logical rules. Cluster-GCN54, Ripple walks18, and GraphSAINT364

use subgraphs to design more efficient and scalable algorithms for training deep and large GNNs.

While these methods use substructures to make GNN architectures more efficient or improve

performance on node and edge prediction tasks, none of the methods consider prediction on sub-

graphs.

1.3 Formulating Subgraph Prediction

LetG = (V,E) denote a graph comprised of a set of edges E and nodesV. While we focus on

undirected graphs, it is straightforward to extend this work to directed graphs. S = (V′,E′) is a

subgraph ofG ifV′ ⊆ V and E′ ⊆ E. Each subgraph S has a label yS and may consist of multiple

connected components, S(C), which are defined as a set of nodes in S such that each pair of nodes

is connected by a path (e.g., see Figure 1.1). Importantly, the number and size of the subgraphs is

bounded by, but does not directly depend on, the number of nodes in the graphG.

Background onGraphNeural Networks Many graph neural networks, including ours,

can be formulated as message passing networks (MPN)21,347,374. Message-passing networks are

defined by three functions, Msg, Agg, Update, which are used to propagate signals between

elements of the network and update their respective embeddings. Typically, these functions are

defined to operate at the node level, propagating messages to a node vi from the nodes in its neigh-

borhoodNvi . In this typical context, a message between a pair of nodes (vi, vj) at layer l is defined
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as a function of the hidden representations of the nodes hl−1
i and hl−1

j from the previous layer:

ml
ij = Msg(hl−1

i , hl−1
j ). In Agg, messages fromNvi are aggregated and combined with hl−1

i to

produce vi’s representation for layer l in Update. Many extensions of the canonical message passing

framework have been proposed21,322,54,106, e.g.,362 pass messages from a shared set of anchor nodes

rather than a strict neighborhood, to allow node embeddings to capture global position.

1.3.1 Sub-GNN: Problem Formulation

Problem (Subgraph Classification). Given subgraphs S = {S1, S2, . . . , Sn}, Sub-GNN specifies a

neural message passing architecture that generates a d-dimensional subgraph representation zS ∈ Rds

for every subgraph S. Sub-GNN uses subgraph representations to learn a subgraph classifier f : S →

{1, 2, . . . ,C} that predicts subgraph labels f(S) = ŷS.

Note that while this paper focuses on the subgraph classification task, the methods we propose

entail learning an embedding function ES : S→ Rds that maps each subgraph to a low-dimensional

representation that captures the key aspects of subgraph topology necessary for prediction. All the

techniques that we introduce to learn ES can be extended without loss of generality to other super-

vised, unsupervised, or self-supervised tasks involving subgraphs.

In this work, we define message passing functions that operate at the subgraph level. This allows

us to explicitly capture aspects of subgraph representation that do not apply to nodes or whole

graphs. In particular, messages are propagated to each connected component in the subgraph,

which allows us to build meaningful representations of subgraphs with multiple distinct connected

components.

Sub-GNN: Properties of subgraph topology Representation learning for subgraphs

requires models to encode network properties that are not necessarily defined for either nodes or
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graphs. Subgraphs have non-trivial internal structure, border connectivity, and notions of neighbor-

hood and position relative to the rest of the graph. Intuitively, our goal is to learn an representation

of each subgraph Si such that the likelihood of preserving certain properties of the subgraph is maxi-

mized in the embedding space. Here we provide a framework of six properties of subgraph structure

that are key for learning powerful subgraph representations (Table 1.1).

Table 1.1: Six properঞes of subgraph topolopy in Sub-GNN. See also Figure 1.1.

Sub-GNNChannel Sub-GNN Subchannel
Internal (i) Border (b)

Position (p) Distance between Si’s components Distance between Si and rest ofG
Neighborhood (n) Identity of Si’s internal nodes Identity of Si’s border nodes
Structure (s) Internal connectivity of Si Border connectivity of Si

1) Position Two notions of position may be defined for subgraphs. The first, border position,

refers to its distance to the rest ofG; this is directly analogous to node position, which can distin-

guish nodes with isomorphic neighborhoods362. The second, internal position, captures the relative

distance between components within the subgraph.

2) Neighborhood Subgraphs extend the notion of a node’s neighborhood to include both

internal and external elements. Border neighborhood, as with nodes, is defined as the set of nodes

within k hops of any node in S. Each connected component in a subgraph will have its own border

neighborhood. Subgraphs also have a non-trivial internal neighborhood, which can vary in size and

position.

3) Structure The connectivity of subgraphs is also non-trivial. A subgraph’s internal structure

is defined as the internal connectivity of each component. Simultaneously, subgraphs have a border

structure, defined by edges connecting internal nodes to the border neighborhood.
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We expect that capturing each of these properties will be crucial for learning useful subgraph

representations, with the relative importance of these properties determined by the downstream

task.

1.4 Sub-GNN: SubgraphNeural Network

ba

Anchor
patch

Anchor
patch

Subgraph 
component

Subgraph 
component

Anchor
patch

Anchor
patch

Position

Neighborhood

Structure

Messages

Messages

Messages

Subgraph component 

Figure 1.2: Sub-GNN architecture. a. Property-specific messagesmx are propagated from anchor patch A
q
x to subgraph

component S(C). b. Sub-GNN specifies three channels, which are each designed to capture a disঞnct subgraph property.
Channel outputs zx are concatenated to produce a final subgraph representaঞon zS.

Next, we describe Sub-GNN, our approach to subgraph classification, which is designed to learn

representations that can capture the 6 aspects of subgraph structure from Table 1.1. Sub-GNN

learns representations of subgraphs in a hierarchical fashion, by propagating neural messages from

anchor patches to subgraph components and aggregating the resultant representations into a final

subgraph embedding (Figure 1.2a). Message-passing for each connected component takes place in

independent position, neighborhood, and structure channels, each explicitly optimized to encode

a distinct subgraph property (Figure 1.2b). The messages are sent from anchor patches sampled

from throughout the graph and weighted by a property-specific similarity function. This approach

is modular, extensible, and can be customized based on knowledge of the downstream task.
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1.4.1 Subgraph-LevelMessage Passing

The core of our approach is a message passing framework, as described in Table 1.1. Our key con-

tribution is a novel aggregation scheme that we define at the level of subgraph components. Sub-

GNN specifies how to propagate neural messages from a set of anchor patches,A = {A(1), . . . ,A(Q)},

to subgraph components and, eventually, to entire subgraphs, resulting in subgraph representations

that capture distinct properties of subgraph topology (Table 1.1).

Anchor patches are subgraphs, which we randomly sample fromG in a channel-specific manner,

resulting in anchor patchesAp,An, andAs for each of three Sub-GNN’s channels, position, struc-

ture, and neighborhood, respectively. We define the message from anchor patch Ax to subgraph

component S(C) as follows:

Msgx = γx
(
S(C),Ax

)
· px (1.1)

where x is the channel, γx a similarity function between the connected component S(C) and the

anchor patch Ax, and px is the learned feature representation of Ax. Similarity function γx is any

learned or pre-specified similarity measures that quantifies the relevance of Ax to S(C). These mes-

sages are then transformed into order-invariant hidden representation h(l)x,c at layer l and subgraph

component S(C) as follows:

ax,c = AggM

({
Msgx(S(C),Ax, px),∀Ax ∈ Ax

})
,

h(l)x,c = σ
(
Wh · [ax,c; h

(l−1)
x,c ]

)
,

(1.2)

whereWh is a learnable weight matrix, σ is any non-linear activation function, h(l−1)
x,c is the hidden

representation for the previous layer, and AGGM is any aggregation function that operates over

messages (i.e., AGG in “Background on GNNs” in Section 1.3.1). Note that c is shorthand notation

for S(C). Eq. (1.2) outputs a channel-specific hidden representation h(l)x,c for component S(C) and
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channel x (i.e., Update in Section 1.3.1). This hidden representation is then passed to the next

layer of the Sub-GNN architecture.

The order invariance of hx,c is a necessary property for layer-to-layer message passing, however,

it removes the much-needed information on structure and position of subgraphs362. Because of

that, we create property-aware output representations, zx,c, by producing a matrix of anchor-set

messagesMx, where each row is an anchor-set message computed byMsgx, and then passing that

matrix through a nonlinear activation function (Figure 1.2b and Algorithm 1). In the resulting

representation, each dimension of the embedding encodes the structural or positional message from

anchor patch A. For the neighborhood channel, we set zn,c = hn,c. Finally, Sub-GNN routes

messages for internal and border properties (i.e., {pi, pb}, {ni,nb}, {si, sb}) within subchannels

for each channel p, n and s, and concatenates the final outputs.

Property-aware output representations zx,c are transformed into final subgraph representations

through order-invariant functions defined at the channel-, layer-, and component-level. Channel-

specific representations zx,c are first aggregated into a subgraph component representation for each

layer, via channel aggregation function AggC. We then aggregate component representations across

all layers via AggL to produce a final subgraph component representation zc 353. Finally, the com-

ponent representations zc for every component S(C) are aggregated into a final subgraph representa-

tion zS via READOUT. A full description of Sub-GNN is detailed in Appendix D.1.1.

1.4.2 Property-Aware Routing Channels

We enforce property-awareness through the creation of dedicated routing channels for position,

neighborhood, and structure. Each channel has three key elements: (1) a sampling function φ to

generate anchor patches, (2) an anchor patch encoder ψ, and (3) a similarity function γ to weight

messages sent between anchor patches and subgraph components.
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Algorithm 1: SubgraphNeural Network.
Input: GraphG = (V,E); Node representations {xu|u ∈ V}; Subgraph S
consisting of connected components S(C) for c = 1, . . . ,R; Channels n, s, and p
corresponding to neighborhood, structure, and position; Subchannels i and b
corresponding to internal and border subgraph topology; Anchor patch sampling
function φx : (G, S)→ Ax; Anchor patch encoder ψx : Ax → Rd; Trainable
weight matricesW(l)

x,z andW(l)
x,h for each layer l ∈ [1,L] and each channel x;

Nonlinear activation function σ.
Output: Subgraph representation hS for subgraph S
z0c =

∑
u∈S(C) xu

h0
x,c = z0c for channel x ∈ {n, s, p} // Channel-independent initialization

for layer l = 1, . . . ,L do
A(q)
x = φx(G) for q ∈ {1, . . . ,Q} and channel x ∈ {si, sb, pb} // See
Section 1.4.2

A(q)
x = φx(G, S) for q ∈ {1, . . . ,Q} and channel x ∈ {pi}

for connected component c = 1, . . . ,R do
A(q)
x = φx(G, S

(C)) for q ∈ {1, . . . ,Q} and channel x ∈ {ni,nb}
for channel x ∈ {{pi, pb}, {ni,nb}, {si, sb}} do

for anchor patch q = 1, . . . ,Q do
p(q)x = ψx(A

(q)
x ) // E.g., Algorithm 2

m(l)
x,c,q = MSGx(S(C),A

(q)
x , p(q)x ) // (Eq.1.1)

M(l)
x,c[q] = m(l)

x,c,q if x ∈ {s∗, p∗}
end
z(l)x,c = σ(W(l)

x,z ·M(l)
x,c) if x ∈ {s∗, p∗} // Property-aware output rep.

a(l)x,c = AGGM({m(l)
X,c,1, . . . ,m

(l)
x,c,Q}) // Aggregate messages

(Eq.1.2)

h(l)
x,c = σ(W(l)

x,h · [a
(l)
x,c; h(l−1)

x,c ]) // Order-invariant hidden rep.

(Eq.1.2)

end
z(l)c = AGGC(h(l)

n,c, z(l)s,c , z(l)p,c) // Aggregate channels

end
end
zc ← AGGL({z(0)c , . . . , z(L)c }) // Aggregate layers
hS = READOUT({z1,…, zR}) // Aggregate components
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Sampling anchor patches For each subchannel, we define an anchor patch sampling func-

tion φx : (G, S(C)) → Ax. In the position channel, the internal anchor patch sampler φpI returns

patch ApI comprised of a single node up ∈ S. The resulting set of anchor patchesApI are shared

across all components in S. This allows representations of S’s components to be positioned rela-

tive to each other. In contrast, the border position anchor patch sampler is designed to position

subgraphs relative to the rest of the graphG. Accordingly, φpB samples nodes vp ∈ G such that

ApB is shared across all S inG. In the neighborhood channel, the internal anchor patch sampler φnI

samples nodes un ∈ S(C) and border patch sampler φnB
samples nodes vn from the k-hop neighbor-

hood of the subgraph component. The structure anchor patch sampler φs is used for both internal

and border structure, and the resulting As are shared across all S. φs returns a connected compo-

nent sampled fromG via triangular random walks. Triangular random walks are a second-order,

biased random walk that extend classical random walks to privilege the traversal of triangles ? . As

shown in118? ,38, this enables more effective recovery of structural properties in graphs. Refer to

Appendix D.1.1 for more details.

Neural encoding of anchor patches Each channel x specifies an anchor patch encoder

ψx : Ax → p that encodes an anchor patch Ax into a d-dimensional embedding p. Note that ψn

and ψp simply map to the node embedding of the anchor patch node. In contrast, ψS returns repre-

sentations of structure anchor patches. To generate representations for the structure anchor patches,

we first perform w fixed-length triangular random walks with parameter β to produce a sequence of

traversed nodes (uπw(1), . . . , uπw(n)) (See Algorithm 2 and Appendix D.1.1). The resulting sequence

of node embeddings is then fed into a bidirectional LSTM, whose hidden states are summed to pro-

duce a final representation, p. To capture the internal structure of the anchor patch, we perform

random walks over I , defined as {u|u ∈ As}. Separately, to capture the border structure of the

anchor patch, we perform random walks over the external neighborhood E = {v|v ̸∈ As} and the
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border nodes B = {u|u ∈ I, v ∈ E , euv ∈ E}. We limit E to the subset of external nodes within k

hops of any node in I .

Algorithm 2: Structure Anchor Patch Embedder.
Input: GraphG; Anchor patch A; node representations {xu|u ∈ A}; triangle
random walk (TRIANGLE_RW) parameter β; number of walksM
Output: A patch representation p for anchor patch A
form = 1, . . . ,M do

(uπw(1), . . . , uπw(n)) = TRIANGLE_RW(G,A, α, β)
hw = BI-LSTM((xπw(1), . . . , xπw(n)))where xπw(i) is representation for node
uπw(i)

end
p =

∑
w=1,...,M hw

Estimating similarity of anchor patches The similarity function γx : (S(C),Ax) →

[0, 1] determines the relative weighting of each anchor patch in building the subgraph compo-

nent representations. In principle, γ can be any learned or predefined similarity function. For the

position channel, we define γp as a function of the shortest path on the graphG between the con-

nected component S(C) and the anchor patch Ap : γp(S
(C),Ap) = 1/(dsp(S(C),Ap) + 1), where

dsp(S(C),Ap) = SP(S(C),Ap). γn(S
(C),An) is defined similarly, though note that, due to the sam-

pling schemes, this evaluates to γnI
= 1 in the case of internal neighborhood and γnB

≤ k in con-

text of the k-hop border neighborhood sampler. To measure subgraph structure in a permutation-

invariant manner, we compute a canonical input ordering218, defined by ordered degree sequence,

for the component S(C) and anchor patch As. These are compared using the normalized Dynamic

TimeWarping (DTW) metric. Specifically, we define γs(S
(C),As) = 1/(DTW(dS(C) , dAs) + 1),

where dS(C) and dA are the ordered degree sequences for the subgraph component and anchor patch,

respectively. The degree for each node u ∈ S(C) or A is defined for internal structure as the number

of edges from u to any node v ∈ I , and for border structure as the number of edges from u to any
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node v ∈ E .

1.4.3 Implementation andModel Extensions

Below we outline the computational complexity of our implementation of Sub-GNN and describe

extensions to the model. Details on hyperparameters and the training setup are found in the ap-

pendix.

Computational complexity The complexity of Sub-GNN scales as a function of the num-

ber and size of the subgraphs. Notably, a fixed number of anchor patches are sampled, which up-

per bounds the memory and time complexity of the message passing algorithm. Structural anchor

patch representations are generated via fixed-length random walks and are only calculated for a small

number of anchor patches shared across all subgraphs. We precomputed similarities to speed up

hyperparameter optimization; similarity calculation run time could be improved further through

approximation methods such as locality sensitive hashing or k-hop shortest path distances.

Model extensions Our implementation of Sub-GNN initializes component embedding with

pretrained node embeddings, which could alternatively be learned end-to-end. While we specify sim-

ilarity functions for each channel, we note that γ can be replaced with any function measuring the

relevance of anchor patch A to subgraph component S(C), including learn-able similarity functions.

Finally, while this paper focuses on subgraph classification, the representation learning modules we

present can be trivially extended to any unsupervised, semi-supervised, or other prediction tasks,

simply by modifying the loss functions. Sub-GNN can also be integrated into other frameworks as

a sub-module for end-to-end training.
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1.5 Experiments

We first describe our datasets, the baseline approaches, and the experimental setup. We then present

experiments on four synthetic and four real-world datasets for subgraph classification.

Synthetic datasets We construct four datasets with subgraphs of specific graph properties

such that binned values of the corresponding metrics act as their labels: density, cut ratio,

coreness, and component. density challenges the ability of our methods to capture the in-

ternal structure of our subgraphs; cut ratio, border structure; coreness, defined by the average

core number of the subgraph, tests border structure and position; and component, the number

of subgraph components, tests internal and external position. The resulting density and cut ra-

tio datasets have 250 subgraphs of size 20; coreness, 221 subgraphs of size 20; and component,

250 subgraphs, with 15 nodes per component. See Appendix D.1.2 for more information on the

methods used to add subgraphs, and basic properties of the datasets.

Real-world datasets We create four real-world benchmark datasets from biology and tech-

nology domains. (1) ppi-bp is a dataset of human protein-protein interactions (PPI)377, where the

1,591 subgraphs are defined by the Biological Process Ontology fromMSigDB, with an average size

of 10.2 nodes per subgraph and 265.2 subgraphs across 6 labels301. (2) hpo-metab and (3) hpo-

neuro are datasets built from a knowledge graph of rare disease characteristics (e.g., symptoms,

causal genes) with subgraphs defined by the sets of presenting symptoms—described using Human

Phenotype Ontology (HPO) vocabulary ? —associated with a disease and labeled by the diagnosis

category. hpo-metab has 2,400 subgraphs defined by metabolic disorders, with an average size of

14.4 nodes and 400.0 subgraphs across 6 labels124? ,215. hpo-neuro has 4,000 subgraphs defined

by neurological disorders, with an average size of 14.8 nodes and 45.5 subgraphs across 10 labels

(multilabel classification)124? . (4) em-user is dataset of workout routines with 1,343 subgraphs
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defined by the users’ workout history and labeled by gender, with an average size of 341.8 nodes and

671.5 subgraphs across 2 labels229. See Appendix D.1.2 for basic properties of the datasets.

Alternative baseline approaches We consider seven baseline methods that can be applied

to training subgraph embeddings. (1) avg computes the average of the pre-trained node embed-

dings for nodes in each subgraph. (2) mn-gin and (3) mn-gat train meta nodes (also known as

virtual nodes or meta-nodes)106,144,179 for each subgraph alongside the pre-training of the node

embeddings352,322. Both (4) s2v-n and (5) s2v-s compute subgraph embeddings using Sub2Vec6,

each separately preserving the neighborhood and structural properties, respectively. (6) s2v-ns con-

catenates the subgraph embeddings from s2v-n and s2v-s. Finally, (7) gc is a graph classification

GNN (GIN)88,352 that aggregates node features from the pre-trained node embeddings to produce

subgraph embeddings; for gc, each subgraph is treated as a standalone graph.

Implementation details For each dataset, we first train GIN352 on link prediction to obtain

node and meta-node embeddings for the base graph. Sub2vec subgraph embeddings are trained

using the authors’ implementation6. For a fair comparison, the feedforward component of all meth-

ods, including our own, were implemented as a 3-layer feed forward network with ReLu nonlinear

activation and dropout. The feedforward networks were implemented with and without trainable

node and subgraph embeddings, and the best results were reported for each. See Appendix D.1.4 for

more training details.

1.6 Results

Synthetic datasets Results are shown in Tables 1.2 and D.3. We find that our model, Sub-

GNN, significantly outperforms all baselines by 75.4% and the strongest baseline by 17%, on aver-

age. Results illustrate relative strengths and weaknesses of baseline models. While the GCmethod
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Table 1.2: Micro-F1 on syntheঞc datasets. Standard deviaঞons are provided from runs with 10 random seeds. See
Appendix D.1.3 for ROC scores.

Method density cut ratio coreness component

Sub-GNN (Ours) 0.919±0.016 0.629±0.039 0.659±0.092 0.958±0.098

Node Averaging 0.429±0.041 0.358±0.055 0.530±0.050 0.516±<0.001

Meta Node (GIN) 0.442±0.052 0.423±0.057 0.611±0.050 0.784±0.046

Meta Node (GAT) 0.690±0.021 0.284±0.052 0.519±0.076 0.935±<0.001

Sub2Vec Neighborhood 0.345±0.066 0.339±0.058 0.381±0.047 0.568±0.039

Sub2Vec Structure 0.339±0.036 0.345±0.121 0.404±0.097 0.510±0.013

Sub2Vec N& S Concat 0.352±0.071 0.303±0.062 0.356±0.050 0.568±0.021

Graph-level GNN 0.816±0.068 0.377±0.058 0.419±0.070 0.526±0.081

Table 1.3: Micro F1 on real-world datasets. Standard deviaঞons are provided from runs with 10 random seeds. See
Appendix D.1.3 for ROC scores.

Method ppi-bp hpo-neuro hpo-metab em-user

Sub-GNN (Ours) 0.324±0.013 0.632±0.010 0.537±0.023 0.751±0.021

Node Averaging 0.289±0.043 0.490±0.059 0.443±0.063 0.744±0.086

Meta Node (GIN) 0.277±0.040 0.233±0.086 0.151±0.073 0.550±0.025

Meta Node (GAT) 0.308±0.032 0.259±0.063 0.138±0.034 0.536±0.047

Sub2Vec Neighborhood 0.309±0.023 0.211±0.068 0.132±0.047 0.503±0.035

Sub2Vec Structure 0.307±0.013 0.223±0.065 0.124±0.025 0.742±0.023

Sub2Vec N& S Concat 0.295±0.011 0.206±0.073 0.114±0.021 0.536±0.047

Graph-level GNN 0.291±0.026 0.577±0.015 0.480±0.026 0.505±0.041

performs quite well on Density (internal structure), as expected, it performs poorly on datasets

requiring a notion of position or border connectivity. TheMN baselines, in turn, performed best

on Component, presumably because the meta-node allows for explicit connection across subgraph

components. Sub2Vec, the most directly related prior work, notably did not perform well on any

task. This is unsurprising, as sub2vec does not explicitly encode position or border structure.

Channel ablation To investigate the ability of our channels to encode their intended proper-

ties, we performed an ablation analysis over the channels (Table 1.4). Results show that performance
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of individual channels aligns closely with their inductive biases; for example, the structure channel

performs best on Cut Ratio (a border structure task) density (an internal structure task), and

the position channel performs best on Components (an internal position task). The Coreness

task primarily measures internal structure but also incorporates notions of border position; we find

that the structure channel and combined channels perform best on this task.

Table 1.4: Channel ablaঞon analyses (Micro F1). Channels that encode properঞes relevant to each dataset have a"and
best performing channels are in bold. We see in each case that the channels designed to encode relevant properঞes
yield the best performance on each dataset. This suggests that the Sub-GNN channels successfully encode their desired
properঞes.

Sub-GNNChannel density cut ratio coreness component

Position (p) 0.758±0.046 0.516±0.083 0.581±0.044" 0.958±0.098"
Neighborhood (n) 0.777±0.057 0.313±0.087 0.485±0.075 0.823±0.089

Structure (s) 0.919±0.016" 0.629±0.039" 0.663±0.058" 0.600±0.170

All (p+n+s) 0.894±0.025 0.458±0.101 0.659±0.092 0.726±0.120

Real-world datasets Results are shown in Tables 1.3 and D.4. We find that our model per-

forms strongly on real-world datasets, outperforming baselines by 100.6% on average and performs

6.9% better than the strongest baseline. Sub-GNN performed especially well relative to baselines

on the HPO-NEURO andHPO-Metab tasks. These tasks are uniquely challenging, because they

require distinguishing subcategories of similar diseases (a challenge for averaging-based methods),

exhibit class distributional shift between train and test, and have been designed to require induc-

tive inference to nearby phenotypes using edges in the graph. Strong performance of Sub-GNN

on these tasks thus suggests the ability of our model to leverage its relational inductive biases for

more robust generalization. Further, our model outperformed even the strongest baselines on EM-

USER, even though we speculate that EM-USER is largely a node identity-driven task. Our model

outperformed all baselines on the PPI-BP task, however this task was particularly challenging for all
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methods. Taken together, all of our new datasets are non-trivial, and present unique challenges that

highlight the relative strengths and weakness of existing methods in the field.

1.7 Conclusion

We present Sub-GNN, a novel method for subgraph representation learning and classification,

along with a framework outlining the key representational challenges facing the field. Sub-GNN

performs subgraph level message passing with property-aware channels. We present eight new

datasets (4 synthetic, 4 real-world) representing a diverse collection of tasks that we hope will stimu-

late new subgraph representation learning research. Sub-GNN outperforms baselines by an average

of 75.4% on synthetic datasets and 100.6% on real-world datasets.
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Doctors are men who prescribe medicines of which they

know little, to cure diseases of which they know less, in

human beings of whom they know nothing.

Voltaire

2
Cross-Modal Representational Alignment

of Transcriptional Profiles and Small

Molecule Therapeutics
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2.1 Introduction

Identifying molecules that are likely to have a specific biological effect is a cornerstone of drug dis-

covery and a key component of efforts to achieve precision medicine.

Classically, computational prioritization of small molecules for new indications has centered on

predicting molecular affinities for specific biological targets. To this end, computational chemistry

has developed a rich toolkit of methods, ranging from biophysics-driven techniques such as molecu-

lar docking123 to literature-mined annotations168.

More recently, small molecule modeling has also become a major area of interest for the deep

learning community, a trend largely catalyzed by the advent of graph neural networks21. Graph neu-

ral networks allow for end-to-end learning of predictive models from rawmolecular graphs156,356,188,265.

This has resulted in state-of-the-art performance on certain tasks, even falling below the margin-of-

error of gold-standard assays for certain biophysical properties83,106. As is frequently the case, the

machine learning community has also been attracted to chemistry by the availability of benchmark

datasets, the most prominent of which is the MoleculeNet dataset348. MoleculeNet and other sim-

ilar datasets are predominantly focused on specific chemical properties, but do include several clini-

cal tasks such as indication or side effect prediction. Missing from the field, however, are benchmark

tasks between these two extremes, that test the ability of deep chemical fingerprints to encode rich

and more general representations of a molecule’s effect on cellular biology.

In parallel to these developments in machine learning for chemistry, connectivity mapping

(cmapping) has emerged as a alternative approach for drug development220. In connectivity map-

ping, compounds are foremost characterized not by individual chemical properties or downstream

targets, but by the broad transcriptional effects they induce in cells. More specifically, connec-

tivity mapping begins by first developing a large dataset of perturbational signatures of various

molecules, by physically treated cell lines and measuring the resultant changes in gene expression.
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These datasets are then compared to one or more query signatures, which are typically differential

gene expression (GE) signatures representing disease states that the investigators hope to reverse

or mimic. Organizations such as the Broad Institute and the Library of Integrated Network-based

Cellular Signatures (LINCS) Consortium have enabled the production of public datasets174,300

of more than a million perturbational signatures. Fueled by these data, researchers have sought to

match existing drugs in an unbiased manner to new indications and even to specific patients221,187,56,73,71,264,53.

Connectivity mapping is promising because it can be used to search for new indications of drugs

without making any specific a priori assumptions about their mechanism of action. However, the

typical framework for connectivity mapping is limited by the fact that it can only query against

drugs that have already been profiled using the transcriptional assay. In other words, connectivity

mapping is – in the abstract* – very flexible with respect to the disease signatures they accept as a

query, but are transductive rather than inductive with respect to the target small molecule signa-

tures. This is the perfect complement to structure-based computational chemistry, which is typi-

cally inductive to new drug structures but can only make predictions for diseases with known tar-

gets.

In this chapter, I explore the possibility of combining these two fields, by using deep chemical

embedders to learn the transcriptional space encoded by CMAP profiling. More specifically, I train

coordinated networks such that learned chemical representations are most similar to the encodings

of the transcriptional patterns they induce. I then evaluate these chemical representations by using

gene expression signatures as queries into the embedding space and recovering their corresponding

compounds. (See Figure 2.1). Crucially, the evaluation is set up such that the compounds in the

validation and test sets were never exposed to the model during training, which allows me to test the

*In practice, connectivity mapping relies upon the non-trivial assumption that drug responses in vitro
(typically in cancer cell lines) are representative of drug responses in vivo in the tissue affected by the disease.
This is admittedly a highly nontrivial assumption, which I show below appears may be the rate-limiting
obstacle to this method’s success.
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Figure 2.1: Overview of our coordinated representaঞon learning method. Neural networks are jointly trained to embed
gene expression profiles and small molecule structures such that transcripঞonal signatures are brought into close prox-
imity with their corresponding perturbagens. Given a cross-modal alignment, gene expression signatures can then be
used as queries to rank chemical structures by their likelihood to induce such a signature.

ability of the model to extrapolate the broad functional properties of drugs it has never seen.

The aim of this project is two-fold: First, to provide a new benchmark task to assess the ability of

learned chemical representations to capture broad (here: transcriptome-wide) functional properties

of drugs. Second, to provide a potential proof-of-concept for a connectivity mapping strategy that

can be applied to unassayed drugs.

In the rest of this work, I first offer some background on joint embedding alignment, then de-

tail the methods used in the creation of this task as well as the experiments we performed. Our ex-

periments include the implementation of baseline models of increasing complexity, oracle models

designed to estimate reasonable upper-bound performance, and introspection studies chosen to elu-

cidate the changes in molecular representations induced by the training task. Finally, I walk through
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the results and discussion of these experiments, then close with concluding thoughts.

2.2 Background: Multi-View Representation Alignment

Multi-view representation learning seeks to learn representations that relate information frommul-

tiple views of the same data, such as an image of a scene and a text description of that same scene. In

multi-view representation alignment, representations of each data modality are learned separately

but in a coordinated manner, such that different views of the same scene are induced to be similar

per some metric. In this work, we attempt to learn aligned representations of gene expression per-

turbational signatures and small molecules’ structures, such that differential gene expressions are

embedded in close proximity to the small molecules that induced them.

Multi-view representation alignment can be achieved through a variety of methods, including

distance-based, similarity-based, and correlation-based alignment. One classic method for repre-

sentation alignment, which we leverage as a baseline in this paper, is canonical correlation analysis

(CCA)136. CCA takes a pair of datasets X = [x1 . . . xn] and Y = [y1 . . . ym] and seeks to identify

vectors a ∈ Rn and b ∈ Rm such that (a′, b′) = argmaxa,b corr(aTX, bTY). The resultant ran-

dom variablesU = aTX andV = bTY are the first pair of canonical variables. This process can be

iteratively repeated up to min(m, n), times with the restriction that each subsequent pair of canon-

ical variables are uncorrelated with the previous pairs. Taken together, the procedure produces a

linear mapping from the datasets X and Y that maximizes the element-wise correlation between the

representations of paired rows from the two datasets.

A wide range of additional methods for multi-modal alignment have been proposed, many of

the most successful of which have been rank-based methods that involve contrastive learning183,68.

Such methods are intertwined with a broader literature of metric learning, which pioneered such

architectures as Siamese164,89 and Triplet networks135. These networks optimize representations to
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bring similar data together while driving dissimilar data apart. An analysis of best practices working

with this architecture can be found inWu et al344. Recent analyses suggest that despite the propos-

als of many sophisticated architectures in the past several years, few if any of these appear to outper-

form triplet networks when comparisons are fair222.

2.3 Methods

2.3.1 Dataset Preparation

Data Acquisition and Subsetting

All raw data in this study comes from the Next-Generation Connectivity Map (CMap) provided

by the LINCS Consortium and the NIH300. Analyses were conducted using the so-called “Level

3” L1000 data as described in Subramanian et al.† The raw data comes in the form of gene expres-

sion profiles generated using the L1000 technology, a low-cost assay which measures 978 ‘landmark’

genes that have been deemed representative of the full transcriptome. The CMap contains data

from a variety of chemical and genetic perturbations applied to a range of human cell lines, along

with several control samples per plate treated with buffer. In order to ensure we had sufficient sup-

port over possible drugs within our dataset, our primary cut of these data uses the most frequent 8

cell lines, split into a train, validation, and test set split by both‡ drug and cell line (e.g., no cell line

in the train set appears in the validation or test sets, nor does any drug in the train set appear in ei-

†Available for download at https://www.ncbi.nlm.nih.gov/geo/query/acc.cgi?acc=GSE70138 and
https://www.ncbi.nlm.nih.gov/geo/query/acc.cgi?acc=GSE92742

‡Given that this is primarily a chemical embedding task, the rationale behind the drug-level split is ob-
vious. The reason we opted to also include the cell-line split was several-fold: First, we wanted to maintain
fidelity to the original cmapping task, which inherently assumes that signatures will generalize outside the
incubation conditions. We likewise want to incentivize our chemical embedders to find broadly representative
features of each drug, and thus didn’t want to overfit to a specific cell line. Finally, our gene expression em-
bedder is provided with the raw untreated gene expression signatures; given that these are all cell lines and in a
dish (and thus pharmacokinetics is not a concern), many of the key differences between conditions should be
encoded in the baseline signatures themselves.
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Train Validation Test

Cell Lines HEPG2, HA1E, HCC515, VCAP,
A375, PC3, MCF7

A549 HT29

# Samples 97210 1255 2317
# Drugs 3490 436 437

Table 2.1: Dataset descripঞon, detailing cell lines, number of samples, and number of drugs per split.

ther the validation or test sets). To avoid non-randommissingness, we included only drugs that had

been assayed in all cell lines, and limited experiments to those incubated with small molecules for

24 hours at a dose of 10μm. Final statistics of these data cuts, including which cell lines were used,

howmany drugs were represented, and the relative sampling rates of various drugs, are shown in

Table 2.1. For drug structures, we used the SMILES336 structures provided by LINCS, which we

canonicalized to a consistent format using RDKIT175.

Preprocessing and Feature Engineering

Gene expression intensity values from the training, validation, and test sets were centered and scaled

at the gene-level based on the mean and standard deviation of each gene intensity across the train-

ing set. For each gene expression profile representing a chemical perturbation, we then computed

four core sets of features to power our baselines and deep representations: the post-perturbational

gene expression itself, corresponding gene expression intensities from a control signature on the

same plate, the log2 fold-change between the perturbation and control signatures, and the difference

between these gene expression signatures. A rank transform, in which raw expression levels are re-

placed by their relative rank of over-expression, is commonly used in bioinformatics to make gene

expression data more robust—we also experimented with using this transform, but found it to be

uniformly unhelpful.

For use in our baseline and oracle models, we also computed two previously established nu-
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merical representations of each small molecule. The first of these representations was the Morgan

extended-connectivity fingerprints, a standard representation used in many computational chem-

istry applications271. These were computed using RDKit. For a more modern representation, we

used the chemical encoder from Yang et al, which recently reported state-of-the-art performance in

predicting 128 biophysical properties from the PubChem Bioassay database356,331.

2.3.2 Baseline andOracleMethods

Nearest Neighbor Baseline

Nearest-neighbor-based methods have been previously shown to be very strong baselines for ma-

chine learning tasks on the L1000 data134,202. The standard nearest neighbor algorithm is not de-

fined for this particular task, however, because the train, val, and test sets have been defined as dis-

joint with respect to both chemical structures and cell line. We thus employ a two-phase nearest

neighbor search: Given a gene expression profile as a query, we first identify the nearest gene expres-

sion profile in the train set and look up its corresponding small molecule. We then take this small

molecule (from the train set) as a query, and return the most structurally similar drug from the test

set as our final prediction. For the rest of the paper, we call this two-phase approach the “double

nearest neighbor” baseline.

We now provide a more formal definition of our double nearest neighbor baseline. We are pro-

vided gene expression signatures Gtrain and Gtest, computed small molecule encodingsMtrain and

Mtest, and a mappingG2M : Gtrain → Mtrain from training gene expression profiles to the

small molecule that induced them. We then define transcriptional and chemical similarity functions

Simg : G × G → R and Simm : M×M → R – each typically but not necessarily within the

range [−1, 1] or [0, 1], with 1 corresponding to identical molecules or gene expressions. Given some
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gene expression query gquery, we then rank all molecular structuresmtest ∈Mtest according to

ScoreNN = Simm

(
G2M

(
arg max

gtrain∈Gtrain
Simg

(
gquery, gtrain

))
,mtest

)
(2.1)

This double-nearest neighbor method is general in the sense that it can be implemented using

any numerical representation of molecular structuresM∗ and gene expression signatures G∗, and

likewise using any number of similarity functions Sim∗. In this paper, we report results encoding

molecules as each of: Extended Connectivity Fingerprints, Chemprop Embeddings, or the Aligned

chemical embeddings generated by our joint modeling procedure described in section 2.3.3. Gene

expression signatures are encoded as either raw transcriptional signatures or from our Aligned gene

expression representations. We use Pearson Correlation for both Simg and Simm in all reported

experiments. All computations were implemented using NumPy235.

Canonical Correlation Analysis Baseline

As described in Background, the canonical correlation procedure takes in a pair of data matrices

(of potentially different dimensions) and produces a corresponding pair of linear mappings that

maximizes the element-wise correlation between the mapped data matrices. This lends itself to a

supervised baseline for this task, as follows:

Given training matrices of transcriptional Gtrain and molecular Gtest encodings, and some gene

expression query gquery, we can rank all molecular structuresmtest ∈Mtest according to

ScoreCCA = Corr(A · gquery,B ·mtest) (2.2)

, where (A,B) = CCA(Gtrain,Mtrain). Due to the properties of CCA, such a procedure defines

an optimal linear alignment between drug and transcriptions encodings in the training set. As with

the nearest neighbors baseline, the CCA baseline can be run using any numerical representation of
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transcriptional signatures and chemical structures. We thus computed CCA baseline results using

all the same combinations of input encodings as were employed by the double nearest neighbor

approach.

Canonical Correlation Analysis was performed using SciKit Learn244. Default settings from

SciKit Learn’s CCA function were used, with two exceptions: first, the number of components

was set to 50. The number 50 was chosen because a preliminary benchmark ranging from 5-125

components showed that 50 components had mildly superior performance in retrieval tasks on the

validation set. Second, the maximum number of iterations was increased to 1000, since some initial

experiments failed to converge at the default setting of 500.

OracleModels

As described above, the central objective of this task is to learn small molecule representations that

can stand in as surrogates for their corresponding gene expression signatures. To provide a rough

upper-bound for expected performance on this task, we also implemented “oracle” models that

queried GE signatures against the true average gene expression signatures from cells treated with

each drug.

Recall that the data was subsetted such that all small molecules had been measured in all cell lines,

but also recall that the dataset was split into train, validation, and test sets using both cell line and

small molecules. This means that for any gene expression signature serving as a query in the test set

(comprised of experiments on cell line HT29), there were additional experiments from the same

drug that had been run on the train set cell lines but which had been excluded from the train set.

This lends itself to two types of oracle models:

First, we simulate an oracle model by querying test set GE signatures against pseudo-“chemical

embeddings” that are in reality the average GE signatures from each test set drug when it was mea-

sured on train set cell lines. This simulates a chemical embedder that perfectly generalizes to new
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chemical structures, but not necessarily to the new cell line.

Second, we simulate an oracle model by querying against the average GE signatures for each drug

from all experiments in the test set cell lines – excluding the query GE signature itself. This oracle

model simulates near-perfect (average) generalization of the chemical embedder across cell lines as

well as structure.

Importantly, we note that while these oracle models simulate perfect alignment between the

chemical embedder and the gene expression signatures, they do not necessarily represent a true up-

per bound on this task. This is because these oracle models still require some encoding of the gene

expression signatures, which may not be the most generalizable representation of the GE data. Ac-

cordingly, we compute the performance for each of the above two oracle models using both raw GE

signatures and the deep GE signatures learned through our joint models. This was done to identify

the extent to which further innovation in GE embedding may be required for improved perfor-

mance on this task.

2.3.3 Deep Coordinated Representation Learning Approach

We designed a cross-modal ranking algorithm to learn representations of chemical structure and

gene expression that would each be jointly optimized to facilitate small molecule retrieval from gene

expression signatures.

An overview of this algorithm is depicted in Figure 1. In brief, gene expression profiles and drug

structures are each embedded through separate neural networks into a shared embedding space.

These networks are optimized jointly to produce representations that minimize the distance in the

embedding space between gene expression signatures and the drugs that induced them, while maxi-

mizing the distance between GE signatures and the representations of other structures.

More formally, given a collection of gene expression signatures Gtrain and chemical structures

Mtrain, and some similarity function Sim : Rd × Rd → R, we seek to learn a GE embedder

53



Eg : G → Rd and chemical embedder Em : M → Rd to maximize Sim(Eg(gi),Em(mj))

where gene expression gi was induced by moleculemj. Given our trained embedders and some gene

expression query gquery, we can then rank all molecular structuresmtest ∈Mtest according to

Scorealigned = Corr
(
Eg(gquery),Em(mtest)

)
. (2.3)

We parameterize Eg and Em using jointly trained neural networks. Below we describe the compo-

nents of these networks and their training in detail.

Gene Expression andDrug Embedders

Gene expressions embedders Eg were parameterized using self-normalizing neural networks, which

are feedforward neural networks that employ the SeLU activation function163. The depth and

shape of the hidden layers was tuned with other hyperparameters (see section 2.3.3). In addition,

we employed AlphaDropout for regularization on the hidden layers, which was also tuned. No ac-

tivation function or dropout was used before the final embedding layer. A natural source of data

augmentation was employed by randomly sampling only one control-plate signature on each itera-

tion of the algorithm, which meant that every epoch saw a slightly different featurization of every

sample. A histogram of the number of controls per plate can be found in the Appendix.

Chemical structure embedders Em were parameterized using a directed message-passing neural

network (D-MPNN) followed by a feedforward neural network. This architecture was initialized

using the same D-MPNN from Yang et al356 – ChemProp – which was described above in context

of the CCA and nearest-neighbors baselines. The weights of the D-MPNNwere fine-tuned in tan-

dem with the training of our feedforward layers. The number and size of the feedforward layers

coming out of the D-MPNNwere tuned as hyperparameters in our architecture. By contrast, the

architecture of the MPN component of the architecture was fixed in accordance with the optimal
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hyperparameters found in Yang et al. 356 . Finally, the dimension of the gene expression and drug

structure representations was also set as a hyperparameter.

Loss Functions and Sampling Scheme

We developed customized margin-based triplet and quadruplet losses for our task. As described in

Wu et al344, an adaptive margin loss for embedding learning can be defined over two data points i

and j as

ℓmargin :=
(
α + yi,j(Dij − β)

)
+
,

whereD is distance function (here Euclidean distance), α defines a permissible margin of separation,

β controls the boundary between positive and negative pairs, and yi,j is an indicator variable equal to

1 if i and j are of the same class and 0 otherwise. We allowed the system to tune α and βwith other

hyperparameters.

Given this margin loss, we first implemented cross-modal triplet networks135,68 to align gene ex-

pression representations to molecular structure representations. In these networks, we provide the

loss function with an anchor embedding of one modality and with one positive (matching) and one

negative (non-matching) embedding of the other modality. We then define the triplet loss as the

sum of the margin losses between (a) the anchor and the positive embedding, and (b) and the an-

chor and the negative embedding. The network is thus optimized to bring the positive embedding

within the margin of the anchor and negative embedding outside the margin. To give an example: if

the anchor is a drug structure, the positive example is a gene expression signature that was induced

by that drug structure, and the negative example is a gene expression signature induced by some

other molecular structure. The loss function then tries to force the gene expression and its corre-

sponding small molecule structure toward each other in embedding space and away from the other

drug embedding. Throughout this paper, we refer to our triplet networks as “Gene Expression-
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Anchored” if their anchor embeddings are gene expressions and their positive/negative embeddings

are drug structures, and as “Chemical Structure-Anchored” otherwise.

We also implemented a quadruplet design that combined the so-called “Gene expression-Anchored”

and “Chemical Structure-Anchored” losses. In the quadruplet architecture, we sample a gene expres-

sion signature as anchor, positive and negative small molecule structures, and an additional gene

expression signature induced by the negative small molecule structure. We then compute both the

“Gene expression-anchored” triplet margin loss using the anchor gene expression signature and two

moleculur structures, as well as the “Chemical structure-anchored” margin loss using the first struc-

ture embedding as an anchor and the two gene expression embeddings as positive and negative ex-

amples. These two margin-based triplet losses are then summed together to form the quadruplet

margin loss.

For sampling, we adapted the distance-weighted sampling scheme described inWu et al, which

was successful with their margin-based approach344. Since our goal is to learn to rank across modali-

ties, we precomputed the average distance in gene expression space between every pair of small molecule

structures in the dataset. This was performed by computing the average of the post-perturbational

signatures induced by each small molecule and computing their pairwise correlations. These pair-

wise correlations were then used to guide distance-weighted uniform sampling among potential

negative perturbagens.

Training andHyperparameter Selection

Each model was trained on a single Nvidia GeForce GTX 1080 GPU. Early stopping was used to

select the model with the best mean reciprocal rank on the validation set. Hyperparameter tuning

via the Bayesian Hyperopt library31 was performed over a wide range of possible hyperparameters,

including network depth and width (parameterized by the size of the first hidden layer and a growth
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rate), learning rate, total number of epochs§, batch size, margin and β parameters, triplet model

orientation (e.g., gene first or compound first), activation function/network type (e.g., SNNN vs.

unconstrained fully connected network), and dropout.

2.3.4 Experiments

We designed a range of experiments with two primary purposes: First, we evaluate our proposed

chemical alignment method on this task, benchmarked below by baseline methods and above by

our oracle models. Second, we introspect into the resultant models trained over this task, in order

to demonstrate that the task induces meaningful representations that encode clinically-relevant

information.

Quantitative Information Retrieval Results

We evaluated all scoring strategies using the standard information retrieval metricsmedian rank

(MR),mean reciprocal rank (MRR), andHits orRecall @ K 198. In addition, we plot the empirical

cumulative distribution function (E-CDF) of the ranks of the true perturbagen among the results

using all methods. This E-CDF plot is equivalent to a continuous-valued Hits @ K for all possible K

in this dataset, and allows for a visual comparison between experiments.

Performance Analysis

In addition to the baseline and oracle analyses, we further examined the role of generalization in

retrieval performance by comparing retrieval ranks for a given query to the distance from that query

to the nearest neighbor in the training set. We examined these relationships both with respect to GE

query signatures (computed both using raw GE profiles as well as embedded GE signatures) and for

§Hyperparameter tuning score was determined at the final epoch.
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chemical structures to which the query corresponded (distance to the training set computed using

Tanimoto distance using Molecular Fingerprints, and Pearson correlation using ChemProp and

aligned representations).

We also hypothesized that a compound’s functional specificity may influence the difficulty of

learning to encode its effect. To test this hypothesis, we first conducted a standard differential ex-

pression analysis for each compound, using the Limma package in R, and tabulating the total genes

that are differentially expressed following treatment with each compound. Because the goal of this

analysis was to get a simple measure of overall drug specificity and not to identify or report the effect

on individual genes, we counted a gene as differentially expressed if Limma assigned it an unadjusted

P-value less than 0.05.

Embedding Introspection Experiments

Wewere also interested in assessing the properties of the representations learned through our train-

ing task. In particular, we were most interested in the changes in the ChemProp latent space that

were induced by our alignment training scheme. To measure this, we computed UMAP represen-

tations of the ChemProp and aligned representations of the small molecules in our training set203.

Using metadata from the LINCS consortium, we then labeled compounds with their knownmech-

anism of action, if any. This enabled us to plot the location in the UMAP latent space of the drugs

with the three most commonmechanisms of actions, using which we compared the latent spaces

of the pretrained Chemprop and aligned representations. Our hypothesis was that even though

both models had comparable expressive capacity (and, indeed, both have identical message passing

architectures), fine-tuning the representations using our GE-drug alignment task might force the

representations to encode more clinically-relevant features than when trained only on the protein-

binding task.

Finally, we computed UMAP representations of each compound using the averaged GE signa-
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tures from train and test, to examine where test set queries sit in relation to the training data in the

latent transcriptional space. While all training set drugs were measured in 6 cell lines, there were a

variable number of samples coming from each cell line-drug pair. To correct for cell line imbalances,

we thus weighted the GE averages such that each cell line contributed equally to the overall average

for each drug. Finally, in order to elucidate clusters in the latent space, additional UMAP projec-

tions were generated from the same data, but with raw GEmeasurements restricted to only those

coming from control or perturbed cells.

2.3.5 Source Code

The source code developed for us in this project is freely available on Github at https://github.

com/sgfin/molecule_ge_coordinated_embeddings.

2.4 Results

2.4.1 Quantitative IR Experiments

Baseline and ProposedMethod. Information retrieval results from the baseline and pro-

posed methods are reported in Figure 2.2A-C and Table 2.2, as well as in Figure D.2A-C. As can be

seen, the numerical representation of the chemical structures has a larger impact on performance

than any other factor. Strikingly, the largest increase in performance comes when introducing our

alignment training – this is despite the fact that the Chemprop model is the core of the Aligned em-

bedding architecture. In addition, while CCA seems to slightly outperform our nearest neighbors

baseline given identical representations, both methods perform their best by far when using our

aligned representations as their input. Of note, application of the CCA process to our representa-

tions yields a slight improvements in the results among early hits (as evidenced byMRR, H@10, the

low recall region of Figure 2.2B). However, simple correlation-based retrieval yields slightly better
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Table 2.2: IR metrics across different configuraঞons of the model and baselines. MR=median rank, MRR=mean recip-
rocal rank, H@K=Hits (Recall) at K. ‘Chemprop‘ refers to the unmodifed model from Yang et al356. ‘Aligned‘ indicates
representaঞons learned from our coordinated embedding architectures as described in Secঞon 2.3.3.

GE Chemical Method MR MRR H@10 H@100

Raw Morgan FP D-NN 206 0.025 0.037 0.240
Raw Chemprop D-NN 211 0.025 0.035 0.254
Raw Aligned D-NN 189 0.033 0.047 0.290
Aligned Morgan FP D-NN 214 0.025 0.041 0.256
Aligned Chemprop D-NN 196 0.022 0.037 0.278
Aligned Aligned D-NN 137 0.039 0.072 0.402

Raw Morgan FP CCA 180 0.027 0.045 0.303
Raw Chemprop CCA 184 0.024 0.040 0.294
Raw Aligned CCA 134 0.039 0.076 0.412
Aligned Morgan FP CCA 177 0.027 0.050 0.319
Aligned Chemprop CCA 163 0.028 0.051 0.334
Aligned Aligned CCA 130 0.048 0.093 0.425

Aligned Aligned Corr 126 0.042 0.085 0.432

results according to metrics that do not actively emphasize earlier results (MR, H@100, etc.). The

nearest-neighbors method provides no benefit over simple correlation-based ranking when using our

aligned representations.

OracleModel Analysis. Results from the oracle models are reported in Figure D.2D and

Table 2.3. As expected, oracle models using GE signatures from the test cell line greatly outper-

formed those using signatures from the train cell lines. In addition, aligned embeddings modestly

improved the performance of test set oracles, and greatly improved the performance of training set

oracles, consistent with the GE embedders learning slightly more generalizable representations. Of

note, our proposed model achieved comparable results as the oracle model that leveraged raw GE

signatures from the train cell lines. More specifically, our approach yielded slightly worse than the

oracle on metrics (MRR, H@10) that emphasize early rankings, and slightly better on metrics (MR,
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Figure 2.2: Precision Recall curves for drug idenঞficaঞon given gene expression signatures. The
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Table 2.3: IR metrics for the various oracle methods. MR=median rank, MRR=mean reciprocal rank, H@K=Hits (Recall) at
K.

Oracle Model MR MRR H@10 H@100

Oracle - Train Cell Lines (Raw GE) 138 0.057 0.101 0.400
Oracle - Train Cell Lines (Embed) 110 0.064 0.128 0.466
Oracle - Test Cell Line (Raw GE) 82 0.076 0.147 0.565
Oracle - Test Cell Line (Embed) 79 0.093 0.160 0.568

Our Approach 126 0.042 0.085 0.432

H@100) that focus on more aggregate results. This is also apparent in the eCDF plot, which shows

the aligned embeddings curve starting out slightly below that of the raw/train oracle curve but then

moving rapidly above it as further results are considered.

2.4.2 Performance Analysis

Performance as a function of distance from the training set. Figures 2.3A and D.3

contain the results of our experiments comparing performance to distance from the training set.

Regardless of the measure of chemical similarity, compound retrieval performance was inversely cor-

related with distance from the most similar compound in the training set. As can be seen in the Fig-

ure D.3, the same trend held with learned gene expression embeddings, and was present but much

weaker for similarities measured using raw gene expression signatures. Finally, as can be seen in the

figure in the appendix, we note that some molecules were found to have a distance of zero from the

training set according to the molecular fingerprints, but not according to the chemical embedding

methods. This is due to the fact that chemical fingerprints fail to encode specific details of molecu-

lar structure; examples of structures from the dataset that have identical molecular fingerprints but

distinct ChemProp and Aligned Embeddings are shown in Figure D.4.
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Figure 2.3: Le[: Performance (lower is be�er) vs. Structural distance to the nearest compound in the training set. See
Appendix Figure D.3 for analogous plots for four addiঞonal measures of distance from the training set. Right: Average
Performance vs. # of Genes differenঞally expressed following treatment with the molecule of interest.

Performance as a function of drug specificity. Figure 2.3B depicts the relationship be-

tween the transcriptional specificity of a compound and its ability to be retrieved using our analysis.

As can be seen, there is a mild negative correlation, implying that molecules that affect the expres-

sion of many genes are easier to retrieve using this approach.

2.4.3 Embedding Introspection Analysis

Inspecting the Chemical Latent Space. Figure 2.4 depicts the chemical latent space from

test set compounds, annotated with the top three mechanisms of action. As hypothesized, fine-

tuning the Chemprop model via our alignment task appears to have forced drugs with similar mech-

anisms of action to cluster closer together. (Note: Future work with more richly clinically anno-

tated datasets will be required to truly validate this hypothesis.)
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Inspecting the Transcriptional Latent Space. Figures 2.5, D.5, and D.6 depict the

latent space of the raw gene expression signatures and learned gene expression embeddings, as visu-

alized using UMAP. Data points each represent averages across all samples from one perturbation,

weighted to balance across cell lines. As can be seen, well-separated clusters are present in the latent

spaces of both raw and embedded gene expression signatures. However, the latent space from the

embeddings exhibits clusters that are less spread out and in which the test set signatures appear to

be more integrated into the train set signatures. There are three broad categories of potential causes:

true clusters of drug function, clusters due to cell-line specific effects, or technical artifact. To try to

disentangle these categories of sources, we first tried to tease out drug-specific effects by producing

plots of the raw GE signatures from only the control platesmatched to each perturbation experiment,

as well as only the raw values of the perturbed cells. As can be seen in Figure D.5, the clusters in

these plots are essentially identical to those of the full raw GE signatures, implying that the clus-

tering in the raw gene expression plots were likely not due to true drug-related signal. Finally, in

Figure D.6, we color points based on the cell line in which most of the samples had been originally

measured, which aligns partially but not fully with the clusters, and more so in the raw GE space
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than in the embedded GE space. Given that data points had been weighted to correct for cell line im-

balances, it is likely that the remaining correlation with clusters is due to technical confounding (for

example, if specific drugs were primarily assayed at specific sites or operators, which also primarily

utilized specific cell lines). Taken together, the results indicate that clusters are likely due primarily

to non-drug effects, and it is thus a positive sign that the embedding process served to weaken and

otherwise shift these clusters.

2.5 Discussion

2.5.1 Overall Summary

In this chapter, we have sought to present a new biomedical machine learning task – cross-modal

retrieval of molecular structure from perturbational signatures – as well as a set of approaches to

benchmark future work on this task.
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Our results indicate that the task appears feasible, and that the learned representations of GE and

small molecules appear to exhibit stronger retrieval performance on this generalization task than do

baselines. In addition, our latent space introspection analyses indicate that the aligned training task

may result in more robust and biomedically meaningful representations.

However, even the strongest models studied provide only modest performance on this task over-

all. This is on one hand promising for the project as a new benchmark task, as it leaves significant

room for improvement. On the other hand, our oracle model studies indicate that even direct query-

ing against average test set signatures does not perform extremely well. This indicates that the data

may be inherently noisy and/or that more sophisticated representations of gene expression may be

necessary to raise the upper-bound performance on this task. Along the same lines, we observe that

the gap between our chemical embedding and the train-set oracle was far narrower than the gap be-

tween the train-set oracle and the test-set oracle. This indicates that – at least in this context – the

problem of generalizing drug activity across cell typesmay be at least as daunting as the generaliza-

tion problem across new drug structures. This raises questions not simply for our task, but also for

classical connectivity mapping, which takes as its primary assumption that drug signatures will gen-

eralize to not just other cell lines but to humans in vivo.

2.5.2 FutureWork

From the perspective of task formulation, one area of future interest is the development of custom

metrics to score model ranks. As it stands, the evaluation strategy counts the exact perturbagen

as correct, and all other small molecules as equally incorrect. This will potentially under-estimate

model performance, as it ignores the possibility of other plausible candidates. It would therefore be

useful to consider metrics that incorporate functional or structural similarity to provide non-zero

scores to reasonable alternatives. An additional concern is that the evaluation on unseen molecular

structures is limited to only 300 molecules, which means that those scores will likely have higher
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bias and variance. Finally, expanding the task to include – and ideally translate between – perturba-

tional signatures frommultiple cell types and dosages will be essential to assessing and optimizing

generalizability to new biological settings. Given sufficiently robust results, we could then assess this

method as an in silico nominating scheme, either as a drop-in replacement for connectivity mapping

techniques or as a method to choose which drugs (from an arbitrarily large library) to profile using

transcriptomics readouts.

From the perspective of model formulation, there are several follow-up experiments that we are

excited to pursue that would require only additional computational and human resources. These

include a more dedicated hyperparameter optimization search and the implementation of test-time

augmentation by ensembling predictions over repeat control sampling. In addition, we would like

to compute confidence intervals for all experimental values computed by bootstrapping. Such exer-

cises will be indispensable in identifying which if any of the comparisons in performance may be due

to statistical aberration rather than substantive difference.

Slightly more sophisticated follow-up work includes the investigation of more intelligent pre-

training strategies and negative sampling techniques, which may prove essential for improved gen-

eralization. In addition, as described in Li et al, there are a wide variety of additional architectures

that could be tried for this task, such as Cross-Modal Factor Analysis, Kernel CCA, and a range of

novel deep learning architectures183. Anecdotally, one model which we did begin to explore was

Deep Canonical Correlation Analysis8, which on first implementation has not produced useful

embeddings for this task. These results were not included formally in this work, however, due to

insufficient time to ensure the results weren’t due to poor hyperparameters.

Of greatest interest to me as an author is an even deeper examination of the failure modes that

take place when the model tries to generalize to unseen molecules and cell types. In particular, we

would like to characterize the properties of chemical libraries that do or do not enable mutual gen-

eralizability. It is our hope that elucidating these pitfalls could lead both to better algorithms and to
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better chemical libraries. By the same token, we hope that in-depth investigation of generalizability

of drug signatures across cell-lineswill not only improve our ability to train better drug embedders

in this task, but also yield insights that are beneficial for classic connectivity mapping.

2.6 Conclusion

We present a new task, cross-modal multi-view alignment between drug structures and perturba-

tional gene expression profiles. We argue this task fills a notable gap in the current suite of chem-

informatics tasks; namely, it links molecular structure to an objective, functional readout of drugs

with very broad biomedical relevance. We profile state-of-the-art representation learning methods

on this new task, and inspect the learned chemical embeddings. We find that this modeling task in-

duces an embedding space reflective of drug mechanism of action – which is not explicitly included

in the training regime – and see modest generalization to both new structures and a new biological

environment.

As more scientists consider using connectivity mapping techniques, we hope that this task will

prove helpful in enabling a rapid, in silico evaluation of which compounds under consideration

should be profiled further via gene expression or other assays.

That being said, our oracle experiments highlight potential obstacles to deploying even classical

connectivity mapping techniques in the (almost universal) scenario in which the results are intended

to generalize to tissues other than those in which the perturbational assays were performed. In Ap-

pendix B, I present a thorough evaluation of these obstacles, and provide a suggested approach to

mitigating these challenges in the classical connectivity mapping context.
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‘Well, in our country,’ said Alice, still panting a little, ‘you’d

generally get to somewhere else—if you ran very fast for

a long time, as we’ve been doing.’ ‘A slow sort of country!’

said the Queen. ‘Now, here, you see, it takes all the running

you can do, to keep in the same place. If you want to get

somewhere else, you must run at least twice as fast as that!

Lewis Carroll

3
Representational Robustness and

Worst-Case Generalization in Clinical ML

Dataset shift is a phenomenon in which the data upon which a machine learning algorithm

is deployed are mismatched with those on which it was trained. In this chapter, I introduce the con-

cept of dataset shift as it pertains to clinical machine learning systems. I then turn to a special case of
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dataset shift – adversarial examples – which reflect the worst-case generalization conditions for a ma-

chine learning system. Adversarial examples are particularly intriguing in the setting of deep learning

systems, as they highlight the brittleness of learned representations to small changes in their input

data. As a proof of concept, I develop three clinical deep learning models and construct adversarial

examples that cause their accuracy to drop to 0% on data that is imperceptibly different from the

training data. I then discuss the implications of these findings for clinical machine learning, offering

specific regulatory recommendations.

3.1 ANote on Terminology

The term “dataset shift” has been used with different meanings in various contexts. For the purpose

of this chapter, I adopt the framework proposed byMoreno-Torres et al. 216 , who conducted an

early survey of related research and described “general dataset shift” as coming from three broad

sources: sample selection bias, non-stationary environments, and adversarial environments.

Sample selection bias occurs when the training samples are selected non-randomly from the test

population, which produces a systematic distributional shift in predictors and/or labels. Dataset

shift from non-stationary environments arises from systematic differences in space or time between

training and testing. In adversarial environments, one or more agents want the model to behave in a

specific way, and continually adapt their input data in order to determine the MLmodel’s output.

Importantly, as one moves along the spectrum from selection bias to adversarial environments,

the problem of dataset shift become increasingly difficult to model and correct in simple probabilis-

tic terms. Furthermore, of these three categories, sample selection bias and non-stationarity are far

more familiar to biomedical researchers, though all three categories may be relevant to regulation

and deployment.
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3.2 Dataset Shift from a Clinical Perspective

The essential phenomena underlying dataset shift are not new to medicine. Beginning in the mid-

20th century, statisticians began to formulate and rigorously analyze the concept of external va-

lidity42,294, which has been concisely summarized in the question “to whom do the results of this

[study] apply?”272. This question, typically posed in context of clinical trials, is central for evidence-

based medicine, and is deceptively complicated due to both selection bias (enrollment criteria, etc.)

and non-stationarity (shifting standard of care and background patient behavior over time and in

different settings). Almost every obstacle to external validity in the context of clinical trials also ap-

plies to machine learning algorithms, because both endeavors presume the comparability of some

study population and some downstream deployment population (see Section 0.2.2).

Nevertheless, there is at least one key difference between the external validity of a drug trial and

that of a machine learning algorithm: when it comes time to deploy a machine learning algorithm,

the algorithm cannot interface directly with biology. Instead, the algorithm depends, even in its very

mechanism of action, upon not just the patients (and clinically-meaningful environmental/social

factors) but also the information processing ecosystem around them. There is thus a range of dy-

namic factors in clinical medicine that must be taken into consideration when considering prospec-

tive deployment of a clinical machine learning algorithm. These factors include shifting technology,

shifting patient populations, and shifting behavior. I here provide a brief summary of how each of

these have shown to affect clinical machine learning, with references to related work.

Shifting technology Machine learning systems have been shown, in some cases, to heav-

ily rely upon seemingly mild technological factors, such as the model of scanner being used to ac-

quire an image108,17 or the brand of the EHR system used to record medical notes and diagnostic

codes110,225. The performance of predictive models has likewise been shown to drop following
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changes to the way in which coded data are structured, such as after the transition from ICD9 to

ICD10287. Updated laboratory equipment, such as the replacement of low-sensitivy troponin as-

says with high-sensitivity troponin assays,318 has created challenges for human clinicians that are

similarly faced by machine learning systems. Of course, the creation or reversal253 of entirely new

devices or drugs will have large effects on clinical care165,105 and thus the environment in which

relevant ML tools are deployed.

Shifting population The demographic and genetic makeup of a patient population can affect

any combination of the bias, variance, and noise of their measured data49. As outlined by Chen

et al. 49 , this means that effective generalization across populations includes but extends beyond

the obvious solution of ensuring equal representation of different demographic groups; different

populations may require different models, for example. Even populations of patients with fixed

demographics can shift dynamically over time, through seasonal effects such influenza and sunlight

exposure, isolated effects such as epidemic outbreaks, or progressive effects such as the emergence of

new chronic diseases or the elimination of environmental exposures.

Shifting behavior Subtle dynamics of clinician behavior can have a large effect on machine

learning systems. For example, the time of day at which laboratory tests are ordered have been

shown to be more predictive of patient outcomes than their value, in certain circumstances334. So

long as such signals are fixed, they can be leveraged to improve the predictive performance of ma-

chine learning systems17. However, this creates a potential for failure due to non-stationarity if

such practices (or how they are electronically stored) change, and likewise creates a risk of failure

due to selection bias for patients who fall outside the support of the dataset. Patient behavior also

influences the effective population who presents at the hospital and the workup they receive; for ex-

ample, celebrity diagnoses359 and new consumer products326 can prompt healthier populations to
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seek evaluation and/or request a specific treatment. Another interesting class of problems involves

changes induced by machine learning systems; for example, some studies have demonstrated that

the performance of machine-augmented human diagnostic performance may worsen over time due

automation bias194,158. Finally, financial incentives result in dataset shift; for example, the rate of

sepsis diagnosis as coded in hospital billing records rose nearly three-fold in 2007 when the Cen-

ters of Medicare andMedicaid Services (CMS) shifted reimbursement policy to incentivize sepsis

workup109.

3.3 Dataset Shift from a Technical Perspective

3.3.1 A probabilistic taxonomy of dataset shift

In this section, I outline a probabilistic framework for reasoning about dataset shift, which is slightly

adapted fromMoreno-Torres et al. 216 . This framework is useful for understanding the existing

solutions to the problem, and also crucially allows us to discuss sources of general dataset shift that

these solutions fail to address and cannot be expected to address in the near future. This, in turn,

will motivate the robustness and policy analyses that I introduce in the rest of this chapter.

Consider a supervised learning problem to predict target value y using features x. Dataset shift

can then be described as the presence of meaningful differences in the joint distributions PA(x, y)

and PB(x, y) that exist, respectively, in some training environment A and deployment environment

B. If the underlying relationship between the features and the target is assumed to be causal (x→ y),

the joint distribution is typically written in the conditional form P(y|x)P(x). If the relationship is

anticausal (written y → x), this joint distribution is typically modeled as P(x|y)P(y). An example of

a x → y problem is to anatomically segment an image; in this case, the imaging features themselves

define and therefore cause the labels. An example of an anticausal y → x problem could be screen-

ing for a monogenic disease based on phenotypic features; in this case, the disease itself causes the
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symptoms and can be established independently using a genomic gold standard.

With the above notation in place, we can define several classes of dataset shift: Covariate shift 304,284

applies exclusively to x → y problems, and refers to cases where PA(y|x) = PB(y|x), but PA(x) ̸=

PB(x). In other words, the feature space differs between the two environments, but the functional

relationship remains unchanged.* Prior probability shift (also called target shift 369) is the analog to

covariate shift for y → x problems, and represents cases where P1(x|y) = P2(x|y), but P1(y) ̸=

P2(y). Concept shift (also called concept drift or conditional shift)368,369 applies to both causal and

anticausal problems; when x → y, it represents cases where P1(x) = P2(x) but P1(y|x) ̸= P2(y|x),

and when y → x, concept shift is when P1(x|y) ̸= P2(x|y). Moreno-Torres et al. 216 refer to general

dataset shift as an shift that does not fit one of the above criteria. This framework can be extended

by incorporating additional causal variables. Recently, Castro et al. provided a thorough overview of

each of these concepts with application to medical imaging, in which they presented the medicine-

specific terminology of: Population Shift, Annotation Shift, Prevalence Shift, Manifestation Shift,

and Acquisition Shift45. Policy Shift 281 is a final class of problems, in which the training data con-

tains relationships caused by actions (such as treatments in the hospital) and these action policies do

not generalize to different settings.

Technical solutions to dataset shift typically begin by making specific probabilistic and/or causal242

assumptions in the form just described. Given a set of assumptions about the problem (e.g. y → x

and P1(x|y) = P2(x|y)), models can be designed that are either robust/stable298,286,299 to the speci-

fied form of shift, or alternatively that can be used explicitly to adapt methods to the target popula-

tion, for example by re-weighting297,117. These approaches can provide provable solutions that are

as strong as their assumptions.

*In the case of isolated covariate shift, unlike other forms of dataset shift described above, the model
trained on population A is, in principle, directly transportable to population B. In practice, however, there
will often be regions of the support of the test distribution PB(x) that were limited or absent in the training
data and therefore heavily underfit by the model.
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When deployment conditions are misaligned from the training data due to selection bias – and

the presence of such bias is known – the above framework provides readily actionable solutions. By

the same token, some sources of clinical non-stationarity outlined in Section 3.2 fall into the cate-

gories just outlined, meaning that they can also be solved directly. With real-world data, however,

non-stationarity in space or time can also produce general dataset shifts that are not known a priori

and have complicated effects on both P(x) and P(y|x) that do not in general have solutions.

3.3.2 Adversarial Examples

Adversarial environments pose the most challenging case of general dataset shift. In this setting, an

individual attempts to craft data in order to bypass or otherwise influence the algorithm. This can al-

ter P(x) and P(y|x) arbitrarily, and can only be provably solved under extremely heavy mathematical

assumptions, such as bounding the attack to fall within the ε-ball of the training data286. Research

that tests the robustness of MLmodels to adversarial attacks may be useful for two reasons: First,

adversarial robustness testing measures the worst-case generalization of ML systems, including in

the presence of bad actors. Second, such research provides a tractable test bed for exploring general

dataset shift more broadly.

Adversarial robustness research extends back in time at least as far as the spam filter, where sys-

tematic modifications to email such as ‘good word attacks’ or spelling modifications have long been

employed to try to bypass the filters190,191,65. More recently, adversarial examples were re-discovered

and described in the context of deep computer vision systems through the work of Szegedy et al. 308

and Goodfellow et al. 114 . Particularly intriguing in these early examples in deep learning was the

fact that adversarial examples could be crafted to be extremely effective despite being impercep-

tibly different from natural images to human eyes. In the years since, adversarial examples – visi-

ble and otherwise – have been shown to exist for a wide variety of classic and modern learning sys-

tems238,40,78. By the same token, adversarial examples have been extended to various other domains
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such as text and speech processing147,43,149. Figure 3.1 depicts several real and hypothetical adver-

sarial examples that can be constructed for clinical machine learning algorithms. For an interesting

history of adversarial examples and methods used to combat them see Biggio & Roli 32 .

Figure 3.1: The anatomy of an adversarial example. The top row depicts the construcঞon of an adversarial example us-
ing modern neural networks; in fact, the images, noise, and model confidences are all real examples from this work. The
lower rows depict hypotheঞcal adversarial a�acks that could be performed on imaging, text, and billing fraud detectors
using exisঞng tools. In parঞcular, the billing codes represented in the bo�om panel represent real coding subsঞtuঞons
made to influence reimbursement268, which could be systemaঞcally idenঞfied using adversarial strategies. See Sec-
ঞon C.2 for an extensive discussion of moঞvaঞons behind such behavior.
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Adversarial examples are generally thought to arise from the piecewise linear components of

complex nonlinear models114. They are not random, they are not due to overfitting or incomplete

model training, they occupy only a comparatively small subspace of the feature landscape, they are

robust to random noise, and they have been shown to transfer in many cases from one model to

another238,315. Furthermore, in addition to executing many successful attacks in purely virtual set-

tings, researchers in the past several years have also demonstrated that adversarial attacks can general-

ize to physical world settings170,82,15,40.

Figure 3.2 places adversarial attacks (and dataset shift more broadly) in the context of the ma-

chine learning development and deployment process. While there are many possible intentional and

inadvertent failures of real-world machine learning systems, adversarial attacks and dataset shift are

particularly important to consider from the standpoint of model deployment, because they often

lie outside the perceived purview of the typical model developer. In my experience, model devel-

opers are typically extremely well-versed in issues concerning dataset construction, model training,

and computational efficiency, but are not typically trained or expected to deeply consider distantly

downstream performance. Likewise, adversarial attacks fall outside the domain of typical informa-

tion technology and security teams, as they do not involve any formal breach of the model or private

data.

3.4 Robustness Analysis of Representative Clinical Deep Learning Systems

To assess the worst-case robustness of medical ML to general dataset shift, we developed a series of

medical classifiers modeled after state-of-the-art clinical deep learning systems, and launched success-

ful white- and gray-box adversarial attacks against each.
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Figure 3.2: Adversarial a�acks within the broader taxonomy of risks facing the machine learning pipeline. Adversarial
a�acks pose just one of many possible risks in the development and deployment of ML systems, but are noteworthy
because they enable end-users to manipulate model outputs without ever influencing the training process or gaining
access to the deployed model itself.

3.4.1 Methods

Construction of medical classification models

We developed baseline models to classify referable diabetic retinopathy from retinal fundoscopy

(similar to Gulshan et al. 120), pneumothorax from chest-xray (similar to Wang et al. 329 and Ra-

jpurkar et al. 263), and melanoma from dermoscopic photographs (similar to Esteva et al. 81). The

decision to build models for these particular tasks was made both due to public data availability, as

well as the fact that they represent three of the most highly visible successes for medical deep learn-

ing.

All of our models were trained on publicly available data. For diabetic retinopathy, this was the

Kaggle Diabetic Retinopathy datasetkag. The key distinction with the Kaggle dataset, however, was
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that we were seeking to predict referable (grade 2 or worse) diabetic retinopathy in accordance with

Gulshan et al. 120 rather than predicting the retinopathy grade itself as was the case in the Kaggle

competition. As such, the training and test sets from the kaggle competition were merged, rela-

beled using their provided grades, and split by patient into training and test sets with probability

0.88/0.12. For the chest x-rays, we used the ChestX-Ray14 dataset described byWang et al. 329 . We

identified cases and controls by selecting images whose labeled contained ‘pneumothorax’ or ‘no

finding’, respectively, and additionally excluded from our control group any images from patients

who had received both labels. We then split by patient into training and test sets with probability

0.85/0.15. For melanoma, we downloaded images labeled as benign or malignant melanocytic le-

sions from the International Skin Imaging Collaboration website isi, splitting again into training and

test sets with probability 0.85/0.15.

As in the case of all three of the original papers that inspired these models, we built our classifiers

by fine-tuning a pretrained ImageNet model. For convenience and consistency, we chose to build

each of our networks using a pretrained ResNet-50 model, fine-tuned in Keras using stochastic gra-

dient descent with a learning rate of 1E-3 andMomentum of 0.9. Data was augmented using 45◦

rotation and horizontal flipping chest x-ray images, and with 360◦ rotation, vertical and horizon-

tal flipping, and mixup366 for fundoscopy and dermoscopy images. In all three cases, these settings

provided respectable performance and we therefore didn’t perform dedicated hyperparameter opti-

mization.

Construction of adversarial examples

To demonstrate the vulnerability of our models to adversarial attacks under a variety of threat mod-

els, we implemented both human-imperceptible and patch attacks.

For our human-imperceptible attacks, we followed the white and black box PGD attack strategies

published inMadry et al. 195 , which were also described as baselines in Kannan et al. 154 . The PGD
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attack (see Madry et al. 195 and also Kurakin et al. 170) is an iterative extension of the fast gradient

sign method (FGSM) attack developed by Goodfellow et al. 114 . In the PGD attack, given input

x ∈ Rd, loss function L(θ, x, y), and a set of allowed perturbations S ⊆ Rd (most commonly the

ℓ∞ ball around x), one can perform a projected gradient descent on the negative loss function:

xt+1 = Πx+S(xt + ε · sgn(∇xL(θ, x, y))) (3.1)

in order to identify an optimal perturbation. We implemented the PGD attack using the library

Cleverhans, conducting 20 iterations with hyperparameter ε = 0.02 (ε corresponds to the maxi-

mum permitted ℓ∞ norm of the perturbation)237. The methods for our patch attacks and controls

are extensively described in Section C.1; in brief, we followed the approach of Brown et al. 40 to

build patches that were universally adversarial for all data in the training set.

White box attacks for each attack were implemented by building attacks directly on the victim

model itself. As in Madry et al. 195 and Kannan et al. 154 , gray box attacks were performed by craft-

ing the attack against an independently-trained model with the same architecture and then transfer-

ring the resultant adversarial examples to the victim.

Availability of code: Code to reproduce the analyses and results can be found at

https://github.com/sgfin/adversarial-medicine.

3.4.2 Attack Results

The results of our experiments are depicted in Tables 3.1 and D.17, and in Figure 3.3.

While discrepancies in data source and train-test partitioning makes direct comparison to state-

of-the-art models infeasible, all of our baseline models achieved performance reasonably consistent

with the results reported in the original manuscripts on natural images: AUROC of 0.910 for dia-

betic retinopathy compared with 0.936 reported in Gulshan et al. 120 , AUROC of 0.936 for pneu-
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Inputs Accuracy AUC Avg. Conf.

Fundoscopy
Clean 91.0% 0.910 90.4%
White Box 0.00% 0.000 100.0%
Black Box 0.01% 0.002 90.9%

Chest X-Ray
Clean 94.9% 0.937 96.1%
White Box 0.00% 0.000 100.0%
Black Box 15.1% 0.014 92.6%

Dermoscopy
Clean 87.6% 0.858 94.1%
White Box 0.00% 0.000 100.0%
Black Box 37.9% 0.071 92.0%

Table 3.1: Results of medical deep learning models on clean test set data, white box, and gray-box a�acks.

mothorax compared with 0.90 reported by Rajpurkar et al. 263 , and AUROC of 0.86 on melanoma

compared with 0.91-0.94 reported in Esteva et al. 81 .

Projected gradient descent attacks, targeting the incorrect answer in every case, produced effective

AUROCs of 0.000 and accuracies of 0% for all white box attacks. Black box attacks produced AU-

ROCs of less than 0.10 for all tasks, and accuracies ranging from 0.01% on fundoscopy to 37.9% on

dermoscopy. Qualitatively, all attacks were human-imperceptible.

Adversarial patch attacks also achieved effective AUROCs of 0.000 and accuracies of <1% for

white box attacks on all tasks. Black box adversarial patch attacks achieved AUROCs of less than

0.005 for all tasks and accurracies less than 10%. The ”natural patch” controls created by adding

patches created from the most-strongly classified image of the desired class resulted in AUROCs

ranging from 0.48-0.83 with accuracies ranging from 67.5% to 92.1%.

81



Figure 3.3: Characterisঞc results of adversarial manipulaঞon. Each clean image represents the natural image to which
the model assigns the highest probability for the given diagnosis. The percentage displayed on the bo�om le[ of each
image represents the probability that the model assigns that image of being diseased. Green = Model is correct on that
image. Red = Model is incorrect.

3.4.3 Discussion of Attack Results

The existence of such potent adversarial examples so close to the natural data manifold has at least

two major implications: First, our results indicate that current deep learning systems are not well-

aligned with our human perceptual understanding of the classification task. Second, our experi-

ments indicate that from a machine learning perspective, adversarial attacks are likely to be feasible

even for extremely accurate medical classifiers, regardless of whether prospective attackers have di-

rect access to the model or require their attacks to be human imperceptible or universal.

The first of these questions is an extremely active area of machine learning research. For example,

researchers are seeking to understand if adversarial examples in imaging systems do truly represent

mistakes, or whether they in reality hone in on true features of the image classes that are simply

human-imperceptible142. Other work has explored whether adversarial robustness can be used as

a proxy task for learning representations that are better-aligned with human understanding of the
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associated concepts80. While these topics are extremely interesting – and raise pressing questions

about whether or not such methods are prepared for safety-critical settings – I defer their discussion

to the rich primary literature.

The question of whether there are viable threat models involving adversarial attacks in clinical

medicine (in contrast with, for example, self-driving cars82,44,193) had not been thoroughly explored

prior to our work. In Section C.2, I present an extensive overview of the patterns of existing adver-

sarial behavior in the United States healthcare system, and outline a process that could naturally

yield increasingly sophisticated adversarial attacks. In brief, I make the case that sophisticated ad-

versarial attacks in the form of this thesis are not likely ongoing at present, but that primitive ver-

sions of these same patterns – such as the coding example at the bottom of Figure 3.1 – are already

rampant in the healthcare system. Thus, the distinction between certain actions against fraud de-

tectors today and the methods presented in this paper is arguably a difference of degree rather than

kind. I then outline how ongoing trends could contribute to an increasingly sophisticated informa-

tion exchange that could give rise to more formal adversarial methods. In Section C.3, I present an

overview of the technical features of the healthcare system that could likewise contribute to adversar-

ial attacks. Finally, in Section C.4, I present an overview of possible algorithmic and infrastructural

defense strategies against adversarial attacks.

3.5 Regulatory Recommendations

3.5.1 Key Questions Raised by Extreme Dataset Shift

The existence of adversarial examples and other extreme instances of dataset shift, as in Nestor

et al. 225 , raise ethical and regulatory questions.

First, we must ask the question of whether we can trust machine learning prospectively in safety-

critical settings at all, given that they are so demonstratively brittle to small changes and we know
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healthcare to be such a dynamic deployment environment. While this question is important, it ig-

nores the fact that current processes – and indeed the human brain itself – are also often inaccurate

and inexplicable. In this light, evaluations of the trustworthiness of machine learning must be made

on a case-by-case basis, and be governed by an assessment of risks and benefits of the machine learn-

ing systems in direct comparison with existing systems.

Assuming machine learning systems are to be deployed in at least some settings, a second line of

questions involves how to incorporate our understanding of dataset shift into the regulatory and

deployment process. As outline above, certifiable algorithmic robustness to specific types of dataset

shift (including specific adversarial attacks) is possible; however, such solutions require strong as-

sumptions about the deployment environment, and in many cases also come at the cost of provably

lower average accuracy.241,317 In this light, when and in what form should regulators require that

models are certifiably robust to specific shifts? Again, this requires careful consideration of specific

deployment environments. In the final section of this chapter, I provide specific recommendations

for how to incorporate the principles discussed in this chapter into the existing regulatory policies of

the United States.

3.5.2 Proposed Adjustments to the Existing Government Framework

The United States Food and Drug Administration (FDA) has recently created a new regulatory

category termed “software as medical devices” (SaMDs), and released a novel and non-binding

framework specifically for regulating SaMDs that are powered by artificial intelligence and machine

learning85. Drawing upon the guidance from the International Medical Device Regulators Forum

(IMDRF), this regulatory framework includes a risk categorization that classifies each device along

two axes based on its intended use: The first, which I refer to as “autonomy,” reflects the signifi-

cance of information provided by the SaMD to a health care decision, assigning greater risk to more

autonomous devices. The second, which I term “clinical urgency,” refers to the seriousness of the
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healthcare situation in which the device is applied, ranging from non-serious to critical. Based on

these two factors, a risk score is assigned to each SaMD from I to IV, with IV referring to fully au-

tonomous models deployed in critical settings. Additional considerations include whether a model

is “locked” (fixed without continuous learning until a manual update is performed) or “adaptive”†

(continuously learning in a closed loop). Finally, manufacturers are expected to provide information

regarding the model’s performance and specific inputs.

The combination of a model’s autonomy, clinical urgency, and pre-clinical performance does in-

deed provide a sensible window into the harm that a SaMDmight confer upon a specific patient.

Nevertheless, this framework ignores an equally important factor: the anticipated stability of a

model’s performance over time. As we have seen in this chapter, the performance of a model is in

fact dynamic, and a function of both the model itself and the environment in which it is deployed.

In this light, I recommend the following three-pronged approach to integrate the notion of dataset

shift into the existing regulatory approval process:

Pre-Approval: Identification of anticipated sources of data/model instability .

As outlined in section 3.2, there are many sources of clinical dataset shift that are known and well-

documented. As a part of the application process, manufacturers could be expected to stipulate

dynamic clinical factors that could pose risks to the generalization in their model’s intended. This

list could then be adjudicated and refined in a bi-directional process with the FDA, guided, in part,

by the principles outline in Section 3.3.1. To facilitate such an adjudication process, the FDAwould

curate a common list of sources of shifts and instabilities relevant to various indications, such as

those listed in Section 3.2 and Castro et al. 45 . Among the considerations would also be the financial

†Note: Intuitively, it would seem that adaptive models would be more robust to dataset shift, and for
certain classes of shift this would be the case. In other situations, however, adaptive systems could slowly
overfit to new sites and/or local prevalence and become less robust to distributional shift. As such, continuous
learning systems cannot be considered a panacea in this context.

85



incentives surrounding the model, including whether a mismatch exists between the interests of

the model host and the parties submitting data into the algorithm; in this case, the potential for

adversarial attacks could be considered if simpler means of fraud are already accounted for.

Mid-Approval: Evaluation of evidence of robustness Once anticipated sources of

dataset shift have been established for a specific SaMD, regulators and manufacturers could engage

in a principled evaluation of the robustness of a model’s performance. More specifically, for each

variable of major concern, manufacturers could provide evidence of robustness in one of two forms:

algorithmic or empirical. Algorithmic evidence of robustness would apply to sources of dataset

shift to which the model is provably invariant. More commonly, empirical evidence of robustness

would come in the form of clinical studies that evaluate generalization across a population that

varies widely with respect to that variable (e.g. background prevalence of pneumonia for a chest-

xray classifier ? ). For cases where neither form of evidence can be provided, labeling restrictions (e.g.

the model of a scanner used to acquire an image, the EHR software that provides coded data, etc.)

would be required, or specific auditing and reporting requirements might be put in place.

Post-Approval: Monitoring and label expansion Unanticipated sources of dataset shift

will undoubtedly occur, which necessitates the institution of mechanisms to swiftly detect and cor-

rect for model deterioration. While this has been recognized by other authors16 and by the FDA

itself,85, it would be irresponsible to rely entirely upon monitoring to catch errors that could be

anticipated in advance. In addition, monitoring requirements could be made more (or less) aggres-

sive in settings, data types, and model classes that are known to be more (or less) unstable. Taken

together, the monitoring process post-approval is complementary to and should be informed by the

two steps outlined above.
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3.6 Conclusion

Dataset shift represents one of the greatest emerging obstacles to the successful deployment of ma-

chine learning in healthcare. As we have seen, the essential phenomena that produce dataset shift are

readily familiar to the clinicians, statisticians, and regulators who have grappled with similar prob-

lems for decades. Despite the many similarities to previous challenges, however, machine learning

systems require particular care in safeguarding against dataset shift. In this chapter, I have outlined

the problem of dataset shift from a clinical and technical perspective, and conducted an analysis on

three state-of-the-art diagnostic systems to assess worst case generalization performance in the pres-

ence of dataset shift. Finally, I have proposed additions to the existing regulatory framework that

can be leveraged prior to, during, and after the approval process to minimize the risk of catastrophic

failure while still allowing for the adoption of this valuable technology.
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If biases and initial knowledge are at the heart of the

ability to generalize beyond observed data, then efforts to

study machine learning must focus on the combined use

of prior knowledge, biases, and observation in guiding the

learning process. It would be wise to make the biases and

their use in controlling learning just as explicit as past

research has made the observations and their use.

TomM.Mitchell

4
Conclusion

4.1 Synthesis

In this work, I have sought both to assess and extend the capacity of machine learning algorithms

to learn robust representations for important biomedical problems. A major theme of this thesis has

been the immense difficulty of reliable generalization: across biological conditions, across chemical
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structures, across deployment environments, across time.

In using the phrase ‘inductive representations’ in my title, I have sought to emphasize how this

work relates to two key aspects of generalization: First, I emphasize that the methods I’ve developed

in Chapters 1 and 2 are inductive rather than transductive, which is a major limitation of related

prior work. Second, I emphasize that the goal of machine learning is inextricably intertwined with

the problem of induction, and that this recognition should bring both humility and care to our work

in machine learning. Assessing our models ability to be inductive in this broader sense is the primary

aim of Chapter 3, but is also a major theme of Chapter 2 and indeed all of my projects.

Robust generalization requires models whose inductive biases are well-aligned with the learning

task and the target domain. While deep learning has the reputation for minimizing the need for

domain knowledge, due to its obviation of manual feature engineering, my experience is that learned

representations instead simply shift the focus of domain knowledge towards other aspects of model

design and evaluation. More specifically, given the flexiblity of neural networks, domain knowledge

is essential to understand the key structures and invariances in the task that should be reflected in

model behavior.

Such understanding of the problem can be translated into the representational learning process

in three ways: the design of model representational capacity, the design of a training regime that

induces representation alignnment with the downstream task, and the interrogation of a model’s

representational robustness. By way of summary and synthesis, I provide comments on each with

examples from the body of this thesis.

Model Representational Capacity Generalization is impossible if the model lacks the

representational capacity to robustly encode the signal. In this dissertation, a wide variety of neural

modules have been leveraged to match the model capacity with the problem domain: graph neu-

ral networks for permutation invariant data (Chapters 1 and 2), recurrent neural networks for se-
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quences (Chapter 1), convolutional neural networks for euclidean data (Chapter 3), feedforward

neural networks (Chapter 2), attention (Chapter 1), etc. In particular, Chapter 1 was focused on

the design of a novel architecture that can encode the key properties of subgraphs from network sci-

ence in a disentangled fashion. As we have seen throughout, these design decisions have resulted in

improvements over pertinent baselines.

Representation Alignment While representational capacity determines what a model is

capable of learning, the training regime is what determines what the model actually does learn. In

other words, it aligns the learned representation with its intended properties. Much of the innova-

tion in deep learning over the past decade has been focused on designing architectures and losses

that drive models to appropriately encode the training data. For example, in Chapter 2, I leveraged

contrastive training to align the embeddings from two distinct data modalities. In Chapter A, I

leverage a progressive training scheme of dualing imaging architectures to learn to simulate radio-

graphs. While many of these techniques are domain-independent, domain konwledge is essential for

guiding judgment about where the signal lies in the data, which tasks or datasets might be synergis-

tic, etc.

Representational Robustness The most humbling aspect of model development is also

its most important: critical evaluation of our models, informed by domain knowledge. As demon-

strated by the ease of finding adversarial examples (Chapter 3), nomachine learning model can be

assumed to have fully solved a problem. Indeed, as argued by both computer scientists and philoso-

phers, it is literally impossible to build a model that can generalize into every possible future in-

stance, because many valid generalizations contradict each other. In this light, the question is not

whether or not our models are imperfect, but whether or not their narrow window of success has

aligned with our best extrapolation of what future data will hold. This is fundamentally an interdis-
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ciplinary question, requiring modelers to aggressively interrogate the limitations of their methods

and domain experts to provide insight into the invariances and performance measures that truly

matter. In this thesis, I have engaged on both sides of this process, and have been thoroughly hum-

bled as a machine learning developer in doing so – particularly in noting the challenge of cell line

extrapolation in Chapter 2. This prompted a follow-up study, presented in Appendix B, in which

I sought to understand the problem domain in more depth without using machine learning, in

hopes of informing both classical apporaches to the problem as well as future attempts to use ma-

chine learning. On a more positive note, I believe that core principles outlined in Chapter 3 could,

if adopted, improve the trustworthiness of medical machine learning as well as the collaboration

between technical and domain experts.

4.2 Looking Forward

I am highly confident that the near future will continue to see heavy investment in the development

of models with richer capacities, more clever training regimes, and a diverse body of interesting ap-

plications. This will, no doubt, yield productive and exciting fruit. A major gap, however, in the

field of applied research, is the incentive to fully embrace the process of critically evaluating one’s

own models to ensure that they align with proposed downstream tasks. By the same token, the sci-

ence of integrating academic research into clinical workflows is often relegated to industry, which

may be appropriate for mature technology but ignores fundamental research questions about how

to do so; even worse, the resultant communication gap stymies the capacity of academic researchers

to understand the basic obstacles to real-world use that could be overcome through academic investi-

gation.

Inspired by these and related gaps, I have co-organized four interdisciplinary events during my

PhD training: twoMachine Learning for Healthcare workshops at the Neural Information Process-
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ing Systems conference (a premier machine learning venue), a new Conference on Health, Informa-

tion, and Learning affiliated with the Association for ComputingMachinery, and a new Sympo-

sium on Artificial Intelligence in Learning Health Systems (SAIL). In each case, and in particular at

SAIL, I have sought not just to foster more sophisticated research but also to bring together diverse

stakeholders – machine learning researchers, clinicians, regulators, payers, and publishers – with

the goal of identifying and overcoming the often unglamorous obstacles to real-world benefit. This

process, which I consider a second half of my graduate education, has been both satisfying and in-

spiring. As I return to medical training, I hope to identify further opportunities to try to facilitate

the integration of academic research into clinical practice.

Taken together, machine learning is still in its relative infancy in healthcare, and the coming matu-

ration process will likely involve both prominent failures and unequivocal successes. It is my sincere

hope that with principled approaches for both methods development and performance evaluation,

the future of the field will be bright.
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End? No, the journey doesn’t end here.

GANdalf

A
Generative Adversarial Networks for Hip

Fracture Simulation

Medical trainees must view thousands of images over the course of their training in order to achieve

competency in visual diagnosis328. Nevertheless, medical images pose unique legal and technical

challenges that make it difficult to widely disperse images for training between sites or rapidly and

simply query data for training purposes within a site55.
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In this chapter, I propose medical generative adversarial networks (GANs) motivating for de-

veloping (human) training tools in the field of radiology. Utilizing the architecture developed by

Karras et al. 155 , we train a conditional GAN over fractured and non-fractured hip radiographs from

the dataset utilized in101. We sample conditional images at 1K resolution, and perform in silico ex-

periments to demonstrate that they are both diverse and contain key visual features necessary to

distinguish fractured from healthy hips. Finally, I propose human experiments that are under de-

velopment to more fully elucidate the comparative benefit of GAN-generated images in training

medical professionals.

A.1 Background

A.1.1 Generative Adversarial Networks

Generative Adversarial Networks (GANs) are a framework proposed by Goodfellow et al. 113 to es-

timate generative models over rich data distributions. The key insight of the GAN framework is to

pit a generator modelG against a discriminator modelD: The discriminator is optimized to distin-

guish real images from synthetic images, whereas the generator is optimized to reproduce the true

data distribution pdata by generating images that are difficult for the discriminator to differentiate.

Taken together,D andG can be said to engage in a two-player min-max game with the following

objective function

min
G

max
D

V(D,G) = Ex∼pdata [logD(x)] +

Ez∼pz [log(1−D(G(z)))],
(A.1)

where x is a real image from the true data distribution pdata, and z is a noise vector sampled from

distribution pz (e.g., uniform or Gaussian distribution).

Conditional GANs 104,211 are an extension of the GAN game, where both the generator and
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discriminator receive additional conditioning variables c, yieldingG(z, c) andD(x, c). This formula-

tion allowsG to generate images conditioned on variables c. Conditional GANs have been used to

extend the GAN framework to many applications, including generating images based on specific fea-

tures such as text descriptions. Karras et al. 155 proposed a GAN architecture that starts with small

images and progressively adds layers to grow them to higher resolutions throughout training.

There has been considerable debate in recent years pertaining to the extent to which GANs are

truly ”distribution learners” and their utility for tasks such as data augmentation277,180,11. This may

imply that in the immediate term, some degree of caution should be taken when using GANs in

clinical applications.

A.1.2 Motivation and RelatedWork

Medical imaging poses a paradoxical pair of challenges from the perspective of information tech-

nology: On the one hand, medical images create a big data problem: millions of medical images are

ordered each year within the United States alone, each of which must be processed, interpreted by

medical experts, and stored. Nevertheless, most who work with medical data suffer from a small

data problem: medical images are generally siloed and incompletely annotated, making it difficult in

many cases for individual researchers and medical trainees to compile sufficient examples for human

or machine learning tasks55.

A number of attempts have been made to apply GANs to medical imaging datasets230,66,343,139,119,167,22,

including more recently the use of conditional GANs for data augmentation in training medical ma-

chine learning classifiers98,345. Seemingly unexplored, however, is the possibility of utilizing GANs

as a source of training images for humans.

There are several technical and practical reasons for which clinical education may be an ideal de-

ployment setting for medical GANs. Educational environments are comparatively lower stakes than

clinical settings, and do not need connect with EHR or PACS systems. As the data backbone for
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more advanced educational tools, GANS could provide an exceptionally large set of human train-

ing examples with comparatively small and entirely self-contained storage requirements. To boot,

GANs could in theory allow for human-driven or programmatic conditioning on clinical attributes,

which could be used to build rapid and interactive learning experiences.

Educational tools need not cover the full breadth of a clinical domain to provide utility to a

learner; for example, consider the frequently visited webpage “Normal Chest X-Ray: Train Your

Eye”, which consists entirely of 500 examples of normal chest-xrays (see: http://www.chestx-ray.

com/index.php/education/normal-cxr-module-train-your-eye). This could mean that medical

GANs could be useful in an educational setting even if they only learn to sample from a small subset

of the data distribution.

A.2 Methods

A.2.1 Data andModel

We trained a generative adversarial network to generate high resolution (1024 × 1024) hip images

conditioned on fracture status.

Institutional approval was granted for all stages of this project. Data for this study consisted of

11,734 pelvic X-ray images of which 3,289 images contain fractures. Data were obtained from the

clinical radiology archive at The Royal Adelaide Hospital as described in Gale et al. 101 . In brief,

data were preprocessed using a series of convolutional neural networks to identify and extract the

region of the pelvic X-rays that contain the hip. Diagnoses were extracted from radiology reports

and curated by a practicing radiologist. Right hips were flipped across the vertical axis so that all hips

appeared to be left hips.

To implement our model, we leveraged the code accompanying the original progressive GANs

paper155. We conducted several initial experiments (not shown) conditioning on simple features
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such as anatomic location and with smaller resolutions. Also not shown are additional experiments

using a customization of the StackGAN architecture367, which yielded lower resolution images and

worse conditioning. Due to resource constraints, the final GANwas only allowed to train for four

days on two NVIDIA Titan GPUs, for a total of 8,800,000 images exposed to the discriminator.

A.2.2 Experiments

Fracture Classification

To assess whether our conditional GANwas properly conditioning on fractures, we conducted a

series of experiments with classification models. To conduct these experiments, we split data our

data into training (85%) and test sets (15%) by patient. We then trained our GAN exclusivley on the

training set, and generated two additional ”training sets” of the same number and class composition

as the real training set by sampling from the conditional GANwith different seed values. For all clas-

sification models, Inception-v3 pretrained on ImageNet was fine-tuned after the last fully-connected

layers replaced with a global average pooling, a fully-connected layer, and a sigmoid layer.

Our first test was a conditional variant of the boundary distortion test described in Santurkar

et al. 277 . To execute this test, we first trained and compared classifiers on the real training set and as

well as classifiers exclusively trained on each of the two GAN-sampled training sets. Each model was

then evaluated on the test set of images held out from the classifier and GAN training.

To further test the characteristics of the GAN-sampled images, we trained classifiers using each

of the GAN datasets as augmentation for the real data and for each other, as well as all datasets to-

gether. We additionally created one more baseline model by doubling the effective size of the real

training set using traditional data augmentation.
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Figure A.1: Randomly sampled images generated by the GAN (3 from each class using a pre-specified random seed),
along with nearest-neighbors in the training set in feature space of a VGG16 model trained on radiographs.

Nearest-Neighbors and t-SNE Analysis

We next conducted experiments to test whether our model was merely memorizing images from the

training set. To do so, we adapted the evaluation of Chen & Koltun 50 and Karras et al. 155 , compar-

ing sampled images to near-neighbors in the training set. To find the nearest-neighbors of generated

images, we trained VGG16 on the real images in the training and computing activation embeddings

at each intermediate convolution layers. We then identified the nearest neighbor in the training set

in L1 distance for each such layer. Finally, we utilized the same VGGmodel to generate t-SNEmaps

of 256 randomly sampled images from each class in each training set132.

98



Training data AUC AP

Real 0.992 0.990
GAN-sample1 0.951 0.923
GAN-sample2 0.956 0.935

GAN-sample1 + GAN-sample2 0.945 0.924
Real + Augment 0.991 0.988

Real + GAN-sample1 0.991 0.988
Real + GAN-sample2 0.989 0.983

Real + GAN-sample1 + GAN-sample2 0.989 0.983

Table A.1: Performance of fracture classificaঞon models trained with different sets of training data. All Area under the
receiver operaঞng curve (AUC) and average precision (AP) scores are reported on a held-out test set of real fracture
images that were absent from the training set for the classifiers and GAN.

A.3 Results andDiscussion

Results of our quantitative analysis are presented in Table A.1. Models trained on GAN-sampled

images alone achieved an AUC> 0.95 on real test images. While this was not as high of test-set

accuracy as the models trained on real images (AUC 0.992), it clearly demonstrates that our condi-

tional GANwas able to encode key features that were sufficient for visual diagnosis.

Figure A.1 depicts six randomly sampled (one time, with a pre-specified seed) images from the

GAN, along with top-1 near-neighbors in the feature space from the first two convolutional layers

of a VGG network trained on fracture images. Top-1 neighbors from all other layers are in the ap-

pendix in Figure A.6. No obvious copies are visible in any case. Figures 2-4 in the appendix depict

t-SNE plots from 256 images sampled from each class from the real and first GAN-sampled training

set. No obvious mode collapse is present, and a range of different types of fractures and annotation

markers were learned by the GAN, though the samples appear less diverse than the true images.

Visual inspection and classification results both indicate that our conditional GAN has learned

key visual features that distinguish fracture from non-fracture images. Though of slightly lower

quality than real images in appearance and performance, the objective success of classifiers trained
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solely on GAN samples is still striking and strongly implies that our GAN has learned clinical-

relevant features sufficient to aid in machine learning. Based on these results, we are currently de-

signing a simple trial to test the extent to which GAN-sampled images serve as an effective alterna-

tive to real images in human learning. Of note, while simulating the true data distribution is the goal

of GAN training, in the setting of medical education, whether or not sampled images are indistin-

guishable from or as diverse as real images may or may not prove to fully correlated with whether

they are helpful to students learning to internalize the key distinction between fractures from non-

fractures.

From a machine learning perspective, the data augmentation results are intriguing. Prior studies

in the medical domain have reported improved classification performance using GANs as a means

of data augmentation, although none of these studies were conducted in the setting of nearly per-

fect performance on real images alone277,180,11. These findings seem to suggest that GAN images

may serve as effective augmentation in the low-data regime, but may be actively unhelpful in a high-

data regime. We presently intend to conduct experiments simulating the relative impact of GAN

augmentation when progressively limiting access to real images.
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Figure A.2: t-SNE of Addiঞonal Examples of Real, Non-fractured Images.
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Figure A.3: t-SNE of Addiঞonal Examples of GAN-generated, Non-fractured Images.
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Figure A.4: t-SNE of Addiঞonal Examples of Real, Fractured Images.
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Figure A.5: t-SNE of Addiঞonal Examples of GAN-generated, Fractured Images.
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Figure A.6: t-SNE of Addiঞonal Examples of Real and GAN-generated Images.
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All photographs are accurate; none of them is the truth.

Richard Avedon

B
Assessing and Extending the

Generalizability of Connectivity Mapping

In Chapter 2, I began by placing connectivity mapping174 within the broader context of computa-

tional drug modeling, and outlined a series of efforts to generalize connectivity mapping to unseen

chemical structures in a zero-shot fashion. At the conclusion of the chapter, however, I noted that

our analysis implied that even classical connectivity mapping methods might struggle heavily to
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generalize across cell lines. We therefore decided to explore this question in detail. In this chapter, I

describe our efforts to both assess and extend the generalizability of classical connectivity mapping

strategies across cell type, technical configuration, and the functional properties of the target drugs.

B.1 Introduction

Since the release of the original connectivity map in 2006174, an expansive body of research has

emerged proposing various cmapping methods for matching query and target signatures. These

methods range in complexity from simple rank-based methods to complicated neural network archi-

tectures220,56,53,289,73. In addition, several websites75,332,223,74 have been released that allow users to

quickly query the CMAP or L1000 data to generate potential matches to biological queries of inter-

est. For all this methodological development, however, the field lacks a systematic understanding of

the circumstances under which connectivity mapping is likely to yield actionable results.

Connectivity mapping relies on at least three key assumptions: First, cmapping assumes that

query signatures are representative of the biological process intended to be reversed or mimicked.

Second, cmapping assumes that the target signatures are representative of the functional changes

induced by their corresponding perturbations. Third, cmapping assumes that these query and target

signatures are (or can be made to be) sufficiently comparable to allow for functional matchmak-

ing. Each of these assumptions must be adequately assessed before connectivity mapping can be

expected to be effective.

The first of the above assumptions is hardly unique to connectivity mapping. Indeed, the core

questions raised by this assumption – whether transcriptomics is a valid readout for the disease,

whether adequate tissue samples have been acquired, whether the appropriate assays and statistical

methods have been used, etc. – apply to any functional genomics study. As such, we do not focus

on these questions in this work. The second cmapping assumption is a question of chemical biology,
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and is of primary concern when large data assets such as the connectivity map are being developed.

We therefore do not focus on this question, either, but do note that several papers have published

large-scale analyses of the internal consistency of the CMAP and L1000 data, in which they have

raised fundamental questions about their reliability185,145.

In this work, we focus on the third of the assumptions described above, which to our knowledge

has not been properly addressed in the literature. This assumption can be alternatively stated as the

following question: Under what circumstances can we be confident that a given set of targets can

be used to cmap a specific query? To begin to answer this question, we designed and implemented a

series of information retrieval tasks aimed at elucidating the circumstances under which the assump-

tion of comparable signatures breaks down. We use these experiments to quantify the relationship

between cmapping reliability and factors such as baseline cell line similarity and drug specificity.

The results of these analyses are used to design simple modifications to standard connectivity map-

ping methods that improve the robustness of the results.

B.2 Results andDiscussion

We conducted a series of experiments to formally evaluate connectivity mapping using metrics from

the field of information retrieval. In brief, we first identified a collection of small molecules from

the LINCS dataset that had each been profiled in the same 12 cell lines at the same dose (10μm) and

duration (6 hours). Details of the data acquisition and preprocessing are described in Section B.3.

Perturbational signatures from one cell line were then leveraged as queries into the signatures from

all other cell lines. Variations on this basic setup allow for asking specific questions of the connec-

tivity mapping process. From a study design perspective, the primary advantage of our approach is

that it provides an objective and scalable readout of performance that can be applied to even preclin-

ical compounds. This is in contrast to evaluations centered on drug indication prediction, which
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are clinically interesting but inherently very incompletely labeled and therefore difficult to fully in-

terpret. To our knowledge, one previous study – Lim et al185 – has adopted a similar setup as this

study. However, their analysis was focused on the question of general reproducibility, whereas ours

focuses on identifying factors that predict success; in addition, the retrieval experiments in Lim et

al were reported using average rankings and ECDF plots, which are not the preferred metrics for

retrieval tasks. As such, we utilize more standard information retrieval metrics such as the mean re-

ciprocal rank and precision-recall curves199. The results of our various experiments are described

below.

B.2.1 DistanceMetrics

We began our experiments with a limited investigation of distance metrics, to inform the all sub-

sequent experiments. We measured the performance of 8 distinct distance metrics for recovering

the drug identity of perturbational signatures. As stated above, many distance metrics have been

proposed for connectivity mapping, a full evaluation of which is beyond the focus of this paper.

However, we attempted to include a representative collection of computationally tractable cmap-

ping methods, including the Kolmogorov-Smirnov statistic of the original paper174 as well as other

more recently popular metrics such as Cosine Similarity53. For each similarity metric, we tested sig-

natures from the A375 line (chosen randomly) against all others and computed the aggregate mean

reciprocal rank (MRR) across all compounds in each of the other 11 L1000 cell lines. Visualization

of MRR versus distance metric is found in Figure B.1A. In addition, we conducted a Friedman test

of significance of differences in ranks across metrics (matched by cell lines, P-value 1.42E-14).

Finding these tests to be highly significant, we next performed pairwise Wilcoxon Test compar-

isons between the each method assigned to the true drug match, and found after Bonferroni cor-

rection that the Pearson and Cosine metrics had comparable results to each other and higher per-

formance than all other metrics. Numerical results and statistical tests are available in Tables D.6
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and D.7. As can be seen in both Table D.6 and Figure B.1A, it is evident that average performance

differences between cell lines were larger than average performance differences between distance

metrics. To demonstrate this statistically, we compared the variances cell-line-stratified and distance-

metric stratified performance averages. The ratio of variances was 16.36, which a 10,000-fold two-

sided permutation test found to represent a P-Value of 2e-4 (similarly, a F-test of difference of vari-

ances produced 95% CI of 3.43-64.52, P-Value 0.0012). The effect of cell line on performance is

explored in depth in the next section.

Finally, in additional experiments (not shown), the distance metric analyses were rerun using only

the top 100, 200, and 500 differentially expressed genes in each query, as executed in some papers

such as XCOS53, yielding identical trends but slightly worse MRRs. Taken together, we found

that the most reliable retrieval results were produced when utilizing Pearson correlation over all

measured genes, and we thus opted to utilize this approach for all subsequent experiments.

B.2.2 Cell-Specific Effects

To investigate the role of cell lines in driving retrieval performance, we next computed retrieval ranks

for all pairwise combinations of cell line query-target pairs. A characteristic precision-recall curve

stratified by cell line is shown in Figure B.1B, depicting results for all target cell lines against which

A375 was used as a query; equivalent plots for all cell-line query pairs are found in Figures D.7 and

D.8. As with distance metrics, we computed a Friedman test of overall rankings, which determined

large global differences between cell lines in their relative performances when queried against the

same targets (P-Value, 8.208E-52). In principle, such differences could be due to certain cell lines

simply being of poorer experimental quality, and indeed certain cell lines (such as FIBRNPC, NPC,

and NEU) appeared to have poorer overall performance. However, we also hypothesized that a ma-

jor driver of performance may have been that specific pairs of cell lines were inherently more similar

and thus more mutually compatible for the drug-retrieval task. To test this hypothesis, we examined
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whether the correlation between control signatures (DMSO-treated) from various cell lines could

elucidate retrieval performance.

Figure B.1C and D.10 depict the relationship between cell line similarity and cmapping perfor-

mance. More specificailly, it plots, for each unique pair of cell lines, the average correlation of their

DMSO-treated transcriptional signatures versus the mean reciprocal rank of drugs queried from the

first cell line onto the second. This relationship was also fit with a simple second order polynomial

model of the formMRR ∼ CORR+CORR2, which yielded an AdjustedR2 Statistic of 0.59 and P-

Value of< 2.2e−16. Table D.8 and Figure D.9 contain the coefficients and various diagnostic plots

for the linear model. These results demonstrate a clear and positive relationship between baseline

similarity and retrieval performance. Finally, we performed complete linkage hierarchical clustering

of the cell lines based on their mutual retrieval performance (using averaged pairwise mean recipro-

cal ranks); results are visualized in Figure D.11, and appear to reflect biological similarity.

These observations point to a natural question, which can be framed in terms of the Bias-Variance

tradeoff99. Is it more effective to limit target cell lines to one or more highly compatible cell lines

with high baseline similarity (reducing bias), or to query against a wider range of potentially less-

relevant target cell lines (reducing variance)? To answer this question, we queried each cell line

against the aggregation of all other cell lines using five different emsembling strategies: First, rank-

ings were computed using only the results from the best-matched individual cell line, according

to baseline gene expression correlation. Second, results from all cell lines were pooled and rankings

for each potential drug identity were taken using the first occurrence of that drug in any cell line.

Third, ranks were assigned after averaging the correlation scores from each drug across all target cell

lines. Fourth, target perturbational signatures from all cell lines were averaged together equally and

then queried against as a single aggregate target cell line (one per drug). Finally, target perturbational

signatures were averaged together in a weighted fashion, with weightings determined by taking the

temperature-weighted softmax (with a weight of 10) of the correlation between the query cell line
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and each target cell line. Results of these experiments are in Figure B.1D and Tables D.9 and D.10.

In brief, approaches that favor variance reduction by averaging across multiple cell lines outperform

methods that focus on results from individual cell lines. The best-performing method, however, was

our hybrid approach that sought to mitigate bias by weighting the average according to baseline cell

line similarity. In Figures D.12 and D.13, we report results for each of the above ensemble meth-

ods described above, but with the additional modification where results are ensembled only from a

subset of the most highly correlated cell lines; in brief, we find that our weighted-average approach

performs best with all cell lines, with other methods performing best (but still not as strongly as our

weighted approach) when using a subset of 7-8 cell lines.

B.2.3 Drug-Specific Effects

We next examined the relationship between functional drug specificity and cmapping accuracy. To

do so, we computed drug-level averages of the mean reciprocal ranks from all pairwise cmapping

experiments described in Section B.2.2. We then compared these drug-level ranking metrics with

the average number of genes identified as significantly differentially expressed after perturbation

with the corresponding drugs (details in Section B.3). The relationship between these two values

was modeled as a simple linear modelMRR ∼ log(NGenes), which yielded an AdjustedR2 Statistic

of 0.55 and P-Value of< 2.2e−16, and is visualized in Figure B.2A. Table D.11 and Figure D.14

contain the coefficients and various diagnostic plots for the linear model.

Given that query signatures affecting many genes were more likely to be successfully retrieved,

we wanted to see if target signatures affecting many genes were more or less likely to be returned

as false positives for non-matching signatures. Figure B.2B depicts the average rank for each target

signature in response to non-matching query signatures. As can be seen, small molecules affecting

many genes tend to be returned at earlier ranks even if they do not match the query signature. This

relationship was modeled with a linear model rankavg ∼ log(NGenes), which yielded an AdjustedR2
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Figure B.2: Le[: Drug-Retrieval performance (mean reciprocal rank) as a funcঞon of the number of genes significantly
perturbed by the drug. Right: Average ranks of target compounds in response to non-matching queries versus drug
specificity.

Statistic of 0.24 and P-Value of 5.22e−10. Table D.12 and Figure D.15 contain the coefficients and

various diagnostic plots for the linear model. A natural follow-up question to this finding is whether

this trend holds even if a subset of genes are used in the query, as recommended in Cheng et al53;

we therefore reran this experiment using only the 200 most significantly altered genes in each query

signature, which produced nearly identical results (a Wilcox Rank Sum comparing the two sets of

rankings produced a P-Value of 0.9675; slope estimate differed by 0.8% ).

Taken together, these drug-level results have implications for both the planning and the interpre-

tation of connectivity mapping efforts. First, prior to conducting a connectivity mapping exper-

iment, it should be recognized that query signatures whose transcriptional effects are specifically

concentrated in a small subset of genes may be less likely to match to corresponding target signatures

using traditional cmapping methods. Second, when interpreting the results of a cmapping experi-

ment, the relative credence afforded to a putatively matching compound should consider the total

number of genes that that compound affects. In short: more selective queries are likely harder to

match, and more promiscuous targets are less trustworthy.
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Figure B.3: A: Precision-Recall curve for all drugs taken from non-LINCS/CMAP public datasets. Each curve represents a
target dataset (CMAP, LINCS, or CMAP subset to the L1000 genes. B: Retrieval performance when cmapping is limited
to genes whose proteins are located in specific cellular locaঞons.

B.2.4 Assay-Specific Effects

We sought to measure assay-specific connectivity mapping performance, and in particular assess the

viability of cmapping when query gene expression signatures were assayed using different technol-

ogy than the target signatures. To do so, we queried the Cmap (Affymetrix assay) dataset utilizing

signatures from the LINCS (L1000 assay) dataset, and vice versa. In addition, we queried both the

CMAP and LINCS using signatures from independently conducted, public signatures downloaded

from GEO (details in Section B.3). The results, presented in Figures B.3A and D.16 and Tables

D.14 and D.15, indicate relatively poor but better-than-random performance generalizing across

assays.

Finally, we hypothesized that the selection of genes to include in connectivity mapping assays

might influence performance. In particular, we hypothesized that certain genes would be more likely

to be stable across cell types and cellular environments and therefore more likely to provide accurate

connectivity mapping results. In particular, we hypothesized that intracellular genes would show

more consistent responses across cell lines, because they include the cells engaging in universal rather
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than cell-specific functions. To test this hypothesis, we randomly sampled 100 intracellular and 100

extracellular genes (with compartmental labels taken from the Gene Ontology58), and performed

connectivity mapping across all pairs of cell lines in LINCS using only those genes. This process

was repeated 100 times and results were averaged across all iterations to produce one average score

per drug across all experiments. The results, depicted in Figure B.3B and Table D.13, demonstrate

that cmapping using extracellular genes results in worse performance, which is consistent with our

hypothesis. In the future, more dedicated efforts to design assays comprised of genes that are stable

across cell types – but still responsive to drugs – may help support more robust connectivity map-

ping.

B.3 Data, Preprocessing, and Implementation

Data Acquisition and Preprocessing

All experiments leveraged uniformly processed versions of the LINCS and CMap datasets that have

been distributed by co-author Alex Pickering via the R package ccdata249. In brief, data from both

datasets was downloaded in the rawest available format, and processed following best practices in-

cluding surrogate variable analysis178 to correct for non-treatment related variables. Final differ-

ential expression sequences were computed using the limma package291. For the drug-specificity

analysis, we tabulated the total number of genes differentially expressed by counting the number of

genes with unadjusted P-values of less than 0.05.

In order to mitigate the risk of unmeasured confounding effects, we limited the small molecules

in each experiment to drugs that had been measured in all pertinent cell lines, at the same dose (10

μm) and for the same duration (6 hours). 131 drugs met these criteria from the L1000 data, and

these drugs were used for all experiments. Included cell lines from the original CMAP data were

PC3 (Human Prostate Adenocarcinoma cell line), MCF7 (Human Breast Adenocarcinoma cell
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line) and HL60 (Acute Promyelocytic Leukemia cell line). Included cell lines from the L1000

data were NPC (Neuroprogenitor cell line), FIBRNPC (Fibroblast Derived NPC cell line), NEU

(Neuronal cell lines), HEPG2 (HumanHepatocellular Carcinoma cell line), HA1E (Human kid-

ney epithelial immortalized cell line), HCC515 (Human non-small cell lung adenocarcinoma cell

line), VCAP (Human Prostate Metastatic Cancer cell line), HT29 (Human Colorectal Adenocarci-

noma cell line), A549 (Human non-small cell lung carcinoma cell line), A375 (HumanMalignant

Melanoma cell line), PC3 (Human Prostate Adenocarcinoma cell line), andMCF7 (Human Breast

Adenocarcinoma cell line).

For additional experiments, we downloaded datasets from the Gene Expression Omnibus (GEO),

using the crossmeta R package250. We obtained the GEO studies using 9 drugs present in both

L1000 and CMap, which were Tretinoin, Dexamethasone, Doxorubicin, LY-294002, Metformin,

Progesterone, Quercetin, Resveratrol, and Vorinostat. Each study had several signature perturba-

tions influenced by the drug used in the study. A full list of GEO accession numbers are available in

D.16. In addition to these data, we downloaded the gene expression data from the manual annota-

tion metadata of the CREEDS database333. All these data were reprocessed from scratch with the

same pipeline as was used to process the CMAPmicrorarray data.

B.3.1 DistanceMetrics

The 8 different distance metrics were Pearson correlation, Cosine similarity, Spearman correlation,

Kendall correlation, Pearson correlation on PCA data, Manhattan distance, Canberra distance and

KS enrichment score for both LINCS and CMap data on cell line pairs and on the whole dataset of

chosen cell lines. All metrics were implemented from scratch in the R programming language259,

with the exception of the Kolmogorov-Smirnov enrichment score, which was computed using the

R package HTSanalyzeR330, which implements the KS statistic to compute an enrichment score as

described by Subramanian et al301.
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B.3.2 Software

In addition to the packages specifically mentioned above, we leveraged the R packages ggplot2339,

ggrepel288, dplyr341, tidyverse340 and lindia177 for data visualization. All code will be made available

on Github.

B.4 Conclusion

In this chapter, I have described a series of experiments designed to probe the various factors that

drive the performance of connectivity mapping methods. Through these experiments, we identified

that the baseline similarity between the query and target cell lines appears to be a powerful and ac-

tionable predictor of cmapping success. Similarly, drug-specificity and the technical comparability

of the assays used to measure transcriptional signatures also have a marked impact on performance.

Distance metrics used to rank queries, in contrast, have comparatively less effect on connectivity

mapping performance, despite representing a major focus of publications within the field of re-

search.
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The art of war teaches us to rely not on the likelihood

of the enemy’s not coming, but on our own readiness

to receive him; not on the chance of his not attacking,

but rather on the fact that we have made our position

unassailable.

Sun Tzu

C
Additional Analyses of Adversarial Attacks

in the Clinical Domain

C.1 Methodological Details and Results of Adversarial Patch Attacks

The learning process of the adversarial patch p̂ uses a variant of the expectation over transformation

algorithm (originally proposed by Athalye et al. 14), which can be expressed as the following maxi-
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mization:

p̂ = argmaxp E
[
log pY|X ( ŷ|A (p,X,L,T))

]
(C.1)

where pY|X(·|·) represents the probability output from the classifier given the input image X, L

is the location of the patch, T is the transformation (rotation and scaling), ŷ is the target label (for

our application binary label), and A(·, ·, ·, ·) is the deterministic mapping of given image, patch,

location and transformation into the adversarially patched input image. The expectation is over

the locations, transformations and input images, thus allowing the resulting patch to be ‘universal,’

because it was trained over the entire training set and robust since training averaged over various

location and transformations. We deployed adversarial patches with scaling parameter 0.4.

Finally, as a control, we implemented a naive patch attack using natural images, as in Brown

et al. 40 . To make this as strong a baseline as reasonably possible, we built our natural image patches

using the images assigned by the model with the highest probability of the target class. Resultant

patches were then applied to the test set images with random rotation and scaling factor 0.4, so

match the adversarial patch.

C.2 Existing Adversarial Dynamics in the United States Healthcare System

Cutting-edge adversarial attacks have yet to be found in the healthcare context, though the use of

less formalized adversarial practices is extremely common. This existing activity is a strong indicator

that the incentives for more sophisticated adversarial attacks may be already in place. As a case study

to illustrate these existing behaviors, we look to the modern U.S. medical billing industry.

Under the United States’ healthcare model, some of the most direct impacts of machine learning

algorithms come in the context of insurance claims approvals. Billions of medical claims are pro-

cessed each year, with approvals and denials directing trillions of dollars and influencing treatment
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decisions for millions of patients. In addition to dictating the availability of patient care, claims ap-

proval is vested with competing financial interests, with providers seeking to maximize and payors

seeking to minimize reimbursement.157 Given the volume and value of processing medical claims,

it is unsurprising that many providers engage in creative and often fraudulent practices to increase

their revenue349. For their part, insurance companies and their contractors have invested in exten-

sive machine learning infrastructure for billing code processing. While much of our discussion

highlights financial incentives specific to the fee-for-service model in the US, the implications of

algorithmic vulnerabilities have broad relevance.

Medical claims codes attached to a patient visit determine reimbursement for a patient that visit

after they have been approved by a payer. To evaluate these claims, payers typically leverage auto-

mated fraud detectors, now powered increasingly by machine learning. Health care providers have

long exerted influence on payers’ decisions (the algorithmic outputs) by shaping their records and

accompanying codes of patient visits (the inputs)349.

At the extreme of this tactical shaping of a patient presentation is medical fraud, a $250 billion

industry146. While some providers may submit overtly fictitious medical claims, misrepresentation

of patient data often takes much more subtle forms. Examples of subtle but clearly fraudulent be-

havior include For example, intentional upcoding is, the practice of systematically submitting billing

codes for services related to, but more expensive than, those that were actually performed. This prac-

tice is rampant across today’s medical system and is just one of many questionable billing practices

deployed in clinical practice today. Some physicians, for example, are inclined to report exaggerated

anesthesia times to increase revenue62,305. In other circumstances, subtle billing code adjustments

fall within a gray zone between fraud and well-intentioned best practices. In one striking example,

the website of the Endocrine Society specifically recommends that providers do not bill for the In-

ternational Classification of Disease (ICD) code 277.77 (Metabolic Syndrome) in patients with obe-

sity, as this combination of code and condition is likely to result in a denial of coverage268. Instead,
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the Society recommends billing for codes corresponding to specific diseases that make up metabolic

syndrome, such as hypertension. In other words, providers are not encouraged to add fraudulent

claims, but are encouraged to avoid adding a true claim that an insurance company would be likely

to reject in combination with another. This specific recommendation is arguably motivated to serve

the patients seeking coverage, not only the doctors receiving reimbursement. However, it highlights

both a moral gray zone and the type of strategy that providers might use to achieve the same end

result as upcoding without ever committing overt fraud.

As the machine learning toolkit employed by insurance companies and their contractors contin-

ues to expand, the same dynamics that favor creative billing practices in the present may expand to

include more sophisticated adversarial attacks. Adversarial methods could allow billing teams to

scale-up up-coding practices without getting flagged by fraud detectors. Many insurance companies

are beginning to require other data types such as imaging and text to prove that claims are valid. As

they do so, other styles of adversarial attacks may be employed as well to try to continue to dodge

detection,.

For example, if an insurance company requires that an image from a mole be run through a

melanoma classifier before approving reimbursement for an excision, fraudsters may at first be in-

clined to submit moles from different patients to achieve approval. If insurance companies then be-

gin utilizing human audits or technical tests to try to ensure the images are coming from the correct

patient, the next round would be to move to full adversarial attacks with imperceptible alterations

such as at the top of Figure 3.1a. Simpler techniques such as the rotation in Figure 3.1b could consti-

tute an ethical gray zone – given that a dermatologist could in theory hold the camera at any angle.

Potential applications of adversarial attacks in the medical context go far beyond insurance fraud,

encompassing a spectrum of motivations. For instance, many adversarial attacks could be motivated

by a desire to provide high quality care. A hypothetical illustration can be drawn from the opioid

crisis. In response to rampant over-prescription of opiates, insurance companies have begun using
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predictive models to deny opiate prescription filings based on risk scores computed at the patient or

provider level. What if a physician, certain that she had a patient who desperately needed oxycontin

but would nonetheless run afoul of the prescription authorization algorithm, could type a special

pattern of algorithmically selected billing codes or specific phrases into the record to guarantee ap-

proval?

Companies might face temptations in the context of drug and device approvals. Regulatory bod-

ies including the FDA have expressed interest in using algorithmic biomarkers as end-points in clini-

cal trials and other approval processes. If this is realized, adversarial examples could provide a means

for companies to bias trial out-comes in their favor. For example, if a regulator requires matched

images or wearable readouts from each patient before and after treatment, trialists could inject ad-

versarial noise into post-treatment data, securing the algorithmically-measured results they desired.

Motivations could be complex – while some trialists would be motivated by the potential for a big

payday, others might turn to adversarial attacks to “adjust” borderline trial results for products that

might save lives.

C.3 Distinctive Technical Sources of Vulnerability to Adversarial Attacks

onMedicalMachine Learning Systems

Ground truth is often ambiguous. Compared to most common image classification tasks,

the ground truth in medical imaging is often controversial, with even specialty radiologists disagree-

ing on well defined tasks232,182,39. As such, if end-users selectively perturb images for which it is

difficult to establish the true diagnosis, they can make it extremely difficult to detect their influence

through even expert human review. Somewhat ironically, it is these borderline cases are where deep

learning is likely to be most valuable.
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Medical imaging is highly standardized. Compared to other domains of computer vi-

sion, medical imaging is extremely standardized, with images generally captured with pre-defined

and well-establisehd positioning and exposure285. As such, medical adversarial attacks do not need

to meet the same standards of invariance to lighting and positional changes as attacks on other real-

world systems such as self-driving cars. This is potentially important, as some have argued that dy-

namic viewing conditions imply that ‘there is a good prospect that adversarial examples can be re-

duced to a curiosity with little practical impact’193.

Commodity network architectures are often used. Nearly all of the most success-

ful published methods in medical computer vision have consisted of the same fundamental ar-

chitecture: one of a small set of pretained ImageNet models that was fine-tuned to the specific

task120,329,81. This lack of architectural diversity could make it easier for potential attackers to build

transferable attacks against medical systems. By the same token, given the importance of peer review

and publication in validating and approving medical diagnostics, it is likely the architectures of most

medical image classification models will be public for the sake of transparency, allowing for more

targeted adversarial attacks.

Medical data interchange is limited and balkanized . Five electronic health record

(EHR) vendors constitute about half of the market and hundreds of others serve the other half.

Even within an EHR vendor, data sharing is spotty and the terminologies and their semantics vary

considerably from one implementation to another. On the one hand, this means that there are

no universally shared mechanisms for authentication, verification of message integrity, data qual-

ity metrics, nor mechanisms for automated oversight. On the other hand, this allows healthcare

providers to customize their EHR’s, billing, and other information technology systems in ways that

are opaque to most external auditors using one-size-fits-all tools and methods.
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Hospital infrastructure is very hard to update. Medical software is often imple-

mented within monolithic enterprise-wide proprietery software systems, making updates, revisions

and fixes expensive and time-consuming. For context, consider the coding dictionaries used to clas-

sify patients’ diseases, the International Classification of Disease (ICD) system. As recently as 2013,

most hospitals were operating using the ninth edition of this coding scheme, published in 1978,

despite the fact that a revised version (ICD-10) was published in 1990. All told, the conversion to

the ICD-10 coding scheme has been estimated to cost major health centers up to $20 million each

and require up to 15 years274. Others decided in the early 2000s that it would be preferable to skip

the 1990 schema entirely and wait for ICD-11, despite the fact that its release wasn’t scheduled un-

til 2018. Thus, vulnerabilities present in medical software are likely to persist for years due to the

difficulty and expense involved with update hospital infrastructure.

Medicine contains a mix of technical and non-technical workers. Compared to

many other industries, medicine is extremely interdisciplinary and mostly comprised of members

who lack a strong computational or statistical training background. For example, in the case of self-

driving cars, the teams developing computer vision systems are likely to be led and staffed primarily

by engineers, if not computer scientists. In contrast, since the clinical usability of medical imaging

systems is also extremely important, hospitals are likely to lean heavily on physician-researchers in

developing these systems, who tend to lack robust computational expertise200.

Biomedical images carry personal signatures that could be used to defend against

many simpler attacks, but not against adversarial examples. One potential alter-

native to adversarial attacks on part of malicious end-users would be to simply substitute in true

images of the target class. However, biomedical images – including retinal images, X-rays, and skin

photographs – are often as unique to their owners as fingerprints256,9,210. This provides several
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advantages against substitution attacks: First, algorithms could be designed to check input images

against prior images from the same patient, to ensure that their identities match. Second, algorithms

could query against the database of previously submitted images and flag any inputs that are likely

from the same patients as previous entries. Both strategies would make it more difficult for fraud-

sters to continually execute substitution attacks against ML systems, but neither would defend

against adversarial attacks, which needn’t change the personal identifiers in the image. By analogy,

adversarial attacks applied to billing codes or medical text could serve to manipulate reimbursement

algorithms by selecting combinations of codes or words that are individually truthful but in combi-

nation yield anomalously high reimbursement.

There are many potential adversaries. The medical imaging pipeline has many potential

attackers and is thus vulnerable at many different stages. While in theory one could devise elaborate

image verification schemes throughout the data processing pipeline to try to guard against attacks,

this would be extremely costly and difficult to implement in practice.

C.4 Strategies for Defending Against Adversarial Attacks

Algorithmic defenses against adversarial examples remain an extremely open and challenging

problem. We defer a full discussion of the extremely rapidly evolving field of adversarial defenses

to the primary literature154,114,166,195,238,308,315,239,166,76,261,41. Unfortunately, despite the explosive

emergence of defense strategies, there does not appear to be a simple and general algorithmic fix for

the adversarial problem available in the short term. For example, one recent analysis investigated a

series of promising methods that relied on gradient obfuscation, and demonstrated that they could

be quickly broken13. Despite this, we also note that principled approaches to adversarial robustness

are beginning to show promise. For example, several papers have demonstrated what appears to be

both high accuracy and strong adversarial robustness on smaller datasets such as MNIST,195,154, and
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there have also been several results including theoretical guarantees of adversarial robustness, albeit

on small datasets and/or with still-insufficient accuracy166. Generalized attempts at algorithmic

robustness are promising, but have yet to provide methods that can demonstrate high levels of both

accuracy and adversarial robustness at ImageNet scale. However, domain-specific algorithmic

defenses such as dataset-specific image preprocessing have been shown to be highly effective on some

datasets116. In this light, particularly given the highly standardized image capture procedures in

biomedical imaging, we feel that medical-domain-specific algorithmic defenses offer an important

and promising area of future research.

Infrastructural defenses against clinical adversarial attacks include methods deployed to

prevent potential bad actors from altering medical images – or at least make it easier to confirm im-

age tampering if adversarial examples are suspected. For example, imaging devices could immediately

store a hashed version of any image they generate, which could subsequently be used as a reference.

Likewise, raw clinical images could be processed and analyzed on a third-party system to prevent

any possible systemic manipulation by payers or providers. This family of approaches to standard-

ized best practices is reminiscent of the system of Clinical Laboratory Improvement Amendments

(CLIA), a set of federal policies that regulates the process by which clinical laboratory samples are

handled and analyzed in the United States234. Given that algorithmic defenses against adversarial

attacks are still very much an area of research, we feel that infrastructural defenses should be strongly

considered for all medical classifier systems that could carry incentives for adversarial attacks. How-

ever, implementing healthcare system-wide standardization to this end represents and immense

challenge that will require buy-in from both the medical and CS communities.
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D.1 Chapter 1

D.1.1 Further Details on SUB-GNN

In this section, we outline additional details and design decisions for the implementation of Sub-

GNN. In Section D.1.1, we provide an algorithmic overview of our method, and in Section D.1.1,

we provide further motivation and details on triangular random walks and the structural anchor

patch embedder algorithm.

Message Passing Algorithm

For brevity, Algorithm 1 summarizes the forward pass of Sub-GNN for a single subgraph S. While

the algorithm demonstrates how to embed subgraph S, we want to emphasize that Sub-GNN learns

representations for every subgraph S ∈ {S1, S2, . . . , Sn}. In practice, we extend Algorithm 1 to

multiple subgraphs using mini-batching. Note that any aggregation function that operates over

an unordered set of vectors can be used for AGGM, AGGC, AGGL, and/or READOUT. Our im-

plementation leverages the sum operator for AGGM and READOUT and the concat operator for

AGGC and AGGL. We empirically found that applying attention358 over the individual subgraph

component representations did not yield any performance gains over summation for READOUT.

Triangular RandomWalks

In Section 1.4.2, we leverage triangular random walks ? to (1) sample structure anchor patches via

φs and (2) embed the structure anchor patches via ψs. Refer to Algorithm 2 for a summary of the

structure anchor patch embedder.

Triangular random walks are parameterized by β ∈ [0, 1] and yield a sequence of nodes X0,X1, . . . .

β determines whether triangles or non-triangles will be privileged during sampling. A node z is said
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to be a triangular successor to nodes x and y if x, y, zwould form a triangle. The triangular random

walk samples triangular successors with probability β and non-triangular successors with proba-

bility 1 − β. When performing an internal random walk, we initialize P[X0 = x] = 1/|I| and

P[X1 = y|X0 = x] = 1/dI(x), where dI(x) is number of edges from x to other nodes in I . Similarly,

we initialize a border random walk with P[X0 = x] = 1/|B| and P[X1 = y|X0 = x] = 1/dE(X0)

where dE(x) is number of edges from x to nodes in E .

We then define the transition probability for any subsequent step of the random walk as follows:

given current node y and preceding node x, the probability of transition to node z is defined as

P[Xt+1 = z|Xt = y,Xt−1 = x] = [β(1/|T|)1Xt+1∈T + (1 − β)(1/|U|)1Xt+1∈U]where T is

the set of triangular successors of nodes x and y andU is the set of non-triangular successors. More

precisely, T(Xt,Xt−1) = N(Xt) ∩N(Xt−1) andU(Xt,Xt−1) = N(Xt) \N(Xt−1).

D.1.2 Further Details on Datasets

We proceed by describing the construction and processing of synthetic as well as real-world datasets.

Note that we provide all datasets in our Sub-GNN code release. Upon publication, we will share

Sub-GNN implementation as well as all datasets and baseline algorithms with the community

through a public project website, which will be accompanied by a Github repository with relevant

data loaders.

Synthetic Datasets for Subgraph Classification

Generating base graphs For density, cut ratio, and component, we start with a base

Barabási-Albert graph, where the number of preferentially attached edgesm, is 5 for density

and cut ratio andm = 1 for diameter and component. In coreness, the base graph is a

duplication-divergence graph where the probability of retaining the edge of the replicated node is
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0.7. Refer to Table D.1 for properties of the base graphs.

Generating subgraphs We introduce three methods for generating subgraphs: (1) the plant

method, which searches for n > 1 common nodes and e ≥ 1 shared edges between the base graph

and the new subgraph, and plants the subgraph on the base graph via the union of the node and

edge sets; (2) the staple method, which adds an edge between a randomly sampled node in the base

graph and a node in the new subgraph; and (3) the BFS method, which creates subgraphs in the base

graph by performing breadth first search with a specified max depth d from randomly selected start

nodes. Figure D.1 describes the plant and staple approaches in more detail.

We construct subgraphs with various desired graph properties: density, cut ratio, k-coreness, and

number of components355,283. Density is defined asD = (2 · |E|)/(|V| · |V− 1|) for our undirected

graphs. We define cut ratio as the proportion of edges shared between the subgraph S and the rest of

the graphG, specifically CR(S) = |BS|/(|S||G \ S|),where BS = {(u, v) ∈ E|u ∈ S, v ∈ G \ S}.

The k-core of a graph is the maximum subgraph with a minimum degree of at least k. A connected

component is defined as a set of nodes in a subgraph such that each pair of nodes is connected by a

path.

Subgraph classification tasks For each subgraph classification task, we generate subgraphs

that vary along a specific network property (e.g. density, cut ratio). Labels are then generated by bin-

ning the network property values into two or three quantiles: (1) density has 250 subgraphs that

are constructed via BFS with d = 3 to have low, medium, or high density. (2) cut ratio has 250

subgraphs constructed by planting complete graphs onto the base graph such that the subgraphs

have low, medium, or high cut ratio. (3) coreness has 221 subgraphs that are created using the

duplication-divergence model and constructed via planting onto the base graph. These subgraphs’

labels (e.g., low, medium, or high coreness bins) are assigned by calculating the average k-coreness
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(a) Base graph and new subgraph (b) Planting (c) Stapling

Nodes in graph (colors corresponding to a different subgraph)

Edges in graph

Shared nodes between base graph and new subgraph

Shared edges between base graph and new subgraph

Figure D.1: Procedures for generaঞng syntheঞc graphs. (a) Base graph and new subgraph to be added. (b) New syn-
theঞc graph with a “planted” subgraph. (c) New syntheঞc graph with a “stapled” subgraph. The base graph (a) has 3
subgraphs, and the new graphs (b)-(c) each have 4 subgraphs, indicated by the colors red, light blue, light purple, and
dark purple. The yellow nodes and bright red edges are those shared between the base graph and the new subgraph.

of all nodes in the subgraph. Finally, (4) component contains 250 Barabási-Albert subgraphs that

are stapled onto the base graph, and the associated label is the number of connected components

in the subgraph (single or multiple components). Subgraphs for synthetic datasets are split into

train, validation, and test sets via a 50/25/25 split. See Table D.2 for properties of subgraphs in the

datasets.

Novel, Real-World Datasets for Subgraph Classification

ppi-bp dataset This task is frommolecular biology. Given a group of genes known to associate

with some common biological process, we predict their collective function (e.g. metabolism, trans-

port, etc.). The base graph of the ppi-bp dataset is a human protein-protein interaction (PPI) net-

work377, which contains 17,080 nodes and 630,226 edges. Nodes represent human proteins spec-

ified by their Entrez IDs196, and edges exist between nodes if there is physical interaction between

the proteins. Subgraphs are collections of proteins in the PPI network that are involved in the same

biological process (e.g., “alcohol biosynthetic process,” “mRNA cleavage,” etc.). These subgraphs
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were obtained from the Gene Ontology (GO) gene sets from theMolecular Signatures Database

(MSigDB)301. ppi-bp subgraphs labels are obtained from the “GO Slim” resource in the GO Bio-

logical Process Ontology59,12, which groups narrow processes into broader categories: metabolism,

development, signal transduction, stress/death, cell organization, and transport. Gene sets are lim-

ited to those containing at least five genes, and we exclude any gene sets that comprised 70% or more

of the genes in any other gene set. Subgraphs are split evenly at random into training, validation, and

test sets.

hpo-neuro dataset This is a clinical diagnostic task from the field of neurology. Given a col-

lection of phenotypes intelligently sampled from a rare disease database, the task is to predict to

subcategory of neurological disease most consistent with that combination of phenotypes. The

base graph is a knowledge graph containing phenotype and genotype information about rare dis-

eases. Nodes are phenotypes (symptoms), and edges exist between phenotypes if (1) they are caused

by a mutation in a shared gene according to DisGeNET251, HPO-A ? , or Orphanet197 or (2) an

edge exists between the phenotypes according to the Human Phenotype Ontology (HPO)270. Each

subgraph consists of a set of phenotypes associated with a rare monogenic disease. The subgraphs

contain noisy phenotypes unrelated to the disease, distractor phenotypes related to incorrect but

similar diseases, and less specific phenotypes generated by walking up the HPO hierarchy (e.g., from

“arachnodactyly” to “abnormality of the fingers”). Together, these simulate the imperfect diagnosis

process and make the diagnosis task more realistic. Subgraph labels are the diagnosis categories. This

is a multi-label dataset consisting of 10 neurological disease categories: neurodegenerative, epilepsy,

ataxia, genetic dementia, central nervous systemmalformation, intellectual, neurometabolic, move-

ment, peripheral neuropathy, and neuromuscular disease. Subgraphs are split by disease into train,

validation, and test sets via an 80/10/10 split.
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hpo-metab dataset This is a clinical diagnostic task for rare metabolic disorders, defined simi-

larly to hpo-neuro, but for a different collection of diseases and disease categories. The base graph

is identical to the base graph in hpo-neuro, and the subgraphs consist of a set of phenotypes as-

sociated with a rare monogenic metabolic disease. The hpo-metab dataset contains 6 labels cor-

responding to types of metabolic disease: lysosomal, energy, amino acid, carbohydrate, lipid, and

glycosylation. Subgraphs are split by disease into train, validation, and test sets via an 80/10/10 split.

em-user dataset This is a user profiling task. Given the workout history of a user represented

by that user’s subgraph, we want to predict characteristics of that user. The base graph for is a social

fitness network from Endomondo229, where the nodes represent workouts, and edges exist between

workouts completed by multiple users. Each subgraph is represented as an Endomondo subnet-

work that make up the user’s workout history, and the labels are characteristics about the user (here,

gender). The Endomondo base graph is a co-occurrence network and as such it contains cliques

(i.e., small fully connected networks) of highly popular combinations of workouts. We identify co-

occurrence cliques and use random network sampling to break up cliques in the base graph159,269.

Examples are split evenly by workout into train, validation, and test sets.

See Table D.1 and D.2 for further properties of all datasets.

D.1.3 Details on Empirical Evaluation

Baseline models and Sub-GNNwere evaluated using Micro F1 and AUROC. Both metrics were

implemented using Scikit-learn (Version 0.20.2). AUROC scores for synthetic datasets are in Ta-

ble D.3, and results for real-world datasets are in Table D.4. AUROC scores for the Sub-GNN

channel ablation analysis are in Table D.5.
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Table D.1: Properঞes of base graphs in syntheঞc and real-world datasets.

Dataset # Nodes # Edges Density # Subgraphs # Labels

density 5,000 29,521 0.0024 250 3
cut ratio 5,000 83,969 0.0067 250 3
coreness 5,000 118,785 0.0095 221 3
component 19,555 43,701 0.0002 250 2

ppi-bp 17,080 316,951 0.0022 1,591 6
hpo-metab 14,587 3,238,174 0.0304 2,400 6
hpo-neuro 14,587 3,238,174 0.0304 4,000 10
em-user 57,333 4,573,417 0.0028 324 2

Table D.2: Properঞes of subgraphs in syntheঞc and real-world datasets.

Dataset Average # nodes Average density Average cut ratio Average # components

density 20.0±0.0 0.232±0.146 0.0010±0.0062 3.8±3.7

cut ratio 20.0±0.0 0.945±0.028 0.0072±0.0011 1.0±0.0

coreness 20.0±0.0 0.219±0.062 0.0082±0.0081 1.0±0.0

component 74.2±52.8 0.150±0.161 5.1×10−6±3.4×10−6 4.9±3.5

ppi-bp 10.2±10.5 0.216±0.188 0.0036±0.0032 7.0±5.5

hpo-metab 14.4±6.2 0.757±0.149 0.1844±0.0396 1.6±0.7

hpo-neuro 14.8±6.5 0.767±0.141 0.1834±0.0386 1.5±0.7

em-user 155.4±100.2 0.010±0.006 0.0053±0.0006 52.1±15.3

D.1.4 Implementation Details

Computing infrastructure We leverage Pytorch Geometric (Version 1.4.3)88 and Pytorch

Lightning (Version 0.7.1)84 for model development. Models were trained on single GPUs from a

SLURM cluster containing Tesla V100, Tesla M40, and Tesla K80 GPUs.

Pretraining node embeddings Node embeddings were pretrained using a 2-layer GIN ar-

chitecture352. Hyperparameters were selected from the following ranges: batch size ∈ [256, 4096],

learning rate∈ [5e-3, 5e-5], weight decay∈ [5e-4, 5e-5], dropout rate ∈ [0.4, 0.5], hidden layer
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Table D.3: AUROC performance on syntheঞc datasets. Standard deviaঞons are provided from runs with 10 random
seeds.

Datasets
Method density cut ratio coreness component

Sub-GNN (Ours) 0.971±0.007 0.836±0.021 0.824±0.044 0.997±0.009

Node Averaging 0.619±0.026 0.542±0.069 0.700±0.028 0.623±0.199

Meta Node (GIN) 0.602±0.039 0.602±0.023 0.670±0.047 0.873±0.026

Meta Node (GAT) 0.809±0.024 0.531±0.089 0.682±0.068 0.884±0.014

Sub2Vec Neighborhood 0.580±0.028 0.533±0.046 0.592±0.037 0.629±0.035

Sub2Vec Structure 0.553±0.026 0.504±0.093 0.539±0.084 0.539±0.104

Sub2Vec N& S Concat 0.578±0.040 0.493±0.051 0.562±0.043 0.558±0.042

Graph-level GNN 0.854±0.056 0.514±0.038 0.588±0.052 0.514±0.079

dimension ∈ [128, 512], and output dimension ∈ [32, 128]. We used NeighborSampler122 in

Pytorch Geometric88 to performmini-batching with number of hops k = 1 and neighborhood size

∈ [0.1, 1.0]. The node features for all graphs were one-hot encodings.

Model hyperparameter tuning Hyperparameters were selected to optimize micro F1 scores

on the validation datasets. In the following paragraph, we describe the hyperparameter ranges we ex-

plored, and we will include the best hyperparameters selected for each model with our code release.

Baseline hyperparameters were selected from the following ranges: batch size ∈ [8, 128], learning

rate∈ [1e-5, 0.1], weight decay∈ [5e-5, 5e-6], and feed forward hidden dimension sizes∈ [8, 256].

For the mn-gat baseline method, we use the default parameters for GAT, except for the number of

heads, which we set to 4. For the s2v-n and s2v-s, methods, we used all of the default parameters in

Sub2Vec6 to train subgraph embeddings; s2v-ns concatenates the resulting embeddings from s2v-

n and s2v-s. The gc architecture and hyperparameters were adapted from the Pytorch Geometric

GIN example on the MUTAG dataset (https://github.com/rusty1s/pytorch_geometric/blob/

master/examples/mutag_gin.py)88.

Sub-GNN hyperparameters were selected from the following ranges: batch size ∈ [16, 128] ,
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Table D.4: AUROC performance on real-world datasets. Standard deviaঞons are provided from runs with 10 random
seeds.

Datasets
Method ppi-bp hpo-neuro hpo-metab em-user

Sub-GNN (Ours) 0.564±0.013 0.862±0.005 0.843±0.014 0.842±0.013

Node Averaging 0.502±0.010 0.764±0.104 0.814±0.032 0.810±0.096

Meta Node (GIN) 0.533±0.008 0.516±0.044 0.510±0.036 0.575±0.016

Meta Node (GAT) 0.557±0.032 0.502±0.012 0.581±0.017 0.556±0.048

Sub2Vec Neighborhood 0.497±0.008 0.502±0.014 0.504±0.039 0.504±0.055

Sub2Vec Structure 0.490±0.006 0.498±0.010 0.505±0.016 0.810±0.024

Sub2Vec N& S Concat 0.491±0.006 0.504±0.010 0.496±0.015 0.556±0.048

Graph-level GNN 0.528±0.014 0.797±0.008 0.730±0.019 0.505±0.040

Table D.5: Channel ablaঞon analyses (AUROC). Channels that encode properঞes relevant to each dataset have a"and
best performing channels are in bold.

Datasets
Sub-GNNChannel density cut ratio coreness component

Position (p) 0.899±0.016 0.706±0.043 0.712±0.047" 0.997±0.009"
Neighborhood (n) 0.904±0.020 0.528±0.078 0.668±0.066 0.955±0.035

Structure (s) 0.971±0.007" 0.836±0.021" 0.823±0.025" 0.834±0.142

All (p+n+s) 0.968±0.008 0.642±0.100 0.824±0.044 0.968±0.032

learning rate∈ [1e-4, 1e-3], gradient clipping∈ [0, 0.5], number of layers l ∈ [1, 5], k-hop neigh-

borhood ∈ [1, 2], number of internal position anchor patches |API | ∈ [25, 75], |APB | ∈ [50, 200],

|ANI | ∈ [10, 25], |ANB | ∈ [25, 75], |AS| ∈ [15, 45], number of LSTM layers∈ [1, 2]with dropout

∈ [0.0, 0.4], and feed forward hidden dimension sizes∈ [32, 64]with dropout ∈ [0.0, 0.4]. We

additionally experimented with both sum and max aggregation for the connected component initial-

ization from node embeddings, and we tested the Pytorch Lightning auto learning rate finder.
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Figure D.2: Empirical CDF represenঞng the Recall @ K for drug idenঞficaঞon given gene expression signatures. The
”alignedGE_alignedChem” curves, plo�ed in blue in all plots, represents our approach as described in Secঞon 2.3.3. All
other methods represent baseline or oracle methods as described in Secঞon 2.3.2.
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Figure D.3: Alternaঞve measures of performance as a funcঞon of distance from the training set. Accompanies Fig-
ure 2.3.
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Figure D.4: Examples of four molecules that have slightly disঞnct structures, but have idenঞcal Morgan Circular Finger-
prints.
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D.2.2 Chapter B

Avg Pearson Cosine Kendall Spearman Manhattan Canberra KS

NPC 0.140 0.146 0.145 0.143 0.142 0.139 0.137 0.119
FIBRNPC 0.124 0.136 0.134 0.123 0.123 0.113 0.114 0.119
NEU 0.122 0.137 0.135 0.119 0.119 0.116 0.116 0.102
HEPG2 0.214 0.219 0.228 0.220 0.220 0.222 0.213 0.168
HA1E 0.217 0.249 0.246 0.209 0.209 0.207 0.203 0.202
HCC515 0.178 0.213 0.208 0.165 0.165 0.163 0.154 0.201
VCAP 0.165 0.174 0.165 0.181 0.177 0.168 0.155 0.134
HT29 0.270 0.279 0.290 0.276 0.273 0.270 0.273 0.225
A549 0.203 0.225 0.224 0.199 0.196 0.188 0.182 0.213
PC3 0.214 0.237 0.235 0.220 0.200 0.194 0.197 0.222
MCF7 0.230 0.248 0.248 0.234 0.234 0.213 0.206 0.216

Average 0.189 0.206 0.205 0.190 0.187 0.181 0.177 0.175

Table D.6: Mean reciprocal ranks for drug retrieval performance uঞlizing various distance metrics and target cell lines.
Rows indicate distance metrics, columns the query cell lines. For all experiments, the A375 cell line was uঞlized as the
query.
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Method 1 Method 2 Statistic P-Value P-Adjusted P-Adjusted Sig

Pearson Cosine 191491 0.317 1 ns
Pearson PCA/Pearson 361059.5 0.775 1 ns
Pearson Kendall 401657 1.78E-06 4.98E-05 ****
Pearson Spearman 290821 1.08E-06 3.02E-05 ****
Pearson Manhattan 420846 5.60E-06 1.57E-04 ***
Pearson Canberra 447833.5 2.31E-07 6.47E-06 ****
Pearson Kolmogorov Smirnov 431586 4.21E-05 0.001 **
Cosine PCA/Pearson 364649.5 0.538 1 ns
Cosine Kendall 303019.5 5.32E-06 1.49E-04 ***
Cosine Spearman 301329.5 4.13E-06 1.16E-04 ***
Cosine Manhattan 311007 1.49E-05 4.17E-04 ***
Cosine Canberra 447562.5 4.67E-07 1.31E-05 ****
Cosine Kolmogorov Smirnov 333697.5 9.15E-05 0.003 **
PCA/Pearson Spearman 313241.5 1.02E-05 2.86E-04 ***
PCA/Pearson Manhattan 436808 1.06E-05 2.97E-04 ***
PCA/Pearson Canberra 448790 2.79E-07 7.81E-06 ****
PCA/Pearson Kolmogorov Smirnov 429905.5 0.008 0.236 ns
Kendall PCA/Pearson 421815.5 1.40E-05 3.92E-04 ***
Kendall Spearman 50758 0.505 1 ns
Kendall Manhattan 296146 0.136 1 ns
Kendall Canberra 398274 0.004 0.125 ns
Kendall Kolmogorov Smirnov 387815 0.732 1 ns
Spearman Manhattan 337436 0.14 1 ns
Spearman Canberra 401072 0.006 0.165 ns
Spearman Kolmogorov Smirnov 398956.5 0.74 1 ns
Manhattan Canberra 373929 0.003 0.078 ns
Manhattan Kolmogorov Smirnov 394614.5 0.956 1 ns
Canberra Kolmogorov Smirnov 409290.5 0.376 1 ns

Table D.7: Results of Pairwise Wilcoxon tests comparing raw ranks from various distance metrics, matched by the target
cell line.
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Figure D.7: Each plot represents the Precision-Recall curve, straঞfied by target cell line, for all possible query cell lines in
our dataset.

Estimate (95% CI) Std. Error T Value P-Value

Intercept 1.0632 (0.4556, 1.671) 0.3071 3.462 7.28e-4
Baseline_Corr -2.9372 (-4.562, -1.312) 0.8214 -3.576 4.93e-4
Baseline_Corr^2 2.3252 (1.246, 3.404) 0.5453 4.264 3.85e-5

Table D.8: Cell Line Similarity Versus Retrieval Performance: Addiঞonal Details of Model Fit.
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Figure D.8: Each plot represents the Empirical cumulaঞve distribuঞon funcঞon (ECDF) curve, straঞfied by target cell line,
for all possible query cell lines in our dataset.
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Figure D.9: Cell Line Similarity Versus Retrieval Performance: Model Diagnosঞcs.
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Figure D.10: Cell line similarity versus retrieval performance: cell line specific visualizaঞon. Same data as in plot B.1C,
but broken down into individual cell lines.

148



Fibroblast Derived NPC

Neuroprogenitor cell

Neuronal

Human Malignant Melanoma

Human Breast Adenocarcinoma

Human Hepatocellular Carcinoma

Human Colorectal Adenocarcinoma

Human Non−Small Cell Lung Carcinoma

Human Prostate Metastatic Cancer

Human Prostate Adenocarcinoma

Human Kidney Epithelial Immortalized

Human Non−Small Cell Lung Adenocarcinoma

0.65 0.70 0.75 0.80 0.85 0.90

1−M
R

R
 m

atrix low
er triangle

hclust (*, "com
plete")

1 − test

Height

Figure D.11: Query-Target average performance reflects biological similarity. Hierarchical clustering performed on the
pairwise MRR scores displayed in B.1C and D.10.
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Best Match First Occur. Corr Avg Target Avg Softmax Avg

NPC 0.207 0.211 0.195 0.241 0.269
FIBRNPC 0.163 0.193 0.283 0.266 0.272
NEU 0.236 0.237 0.236 0.250 0.262
HEPG2 0.292 0.334 0.273 0.327 0.372
HA1E 0.224 0.319 0.318 0.376 0.379
HCC515 0.221 0.302 0.326 0.343 0.366
VCAP 0.229 0.266 0.256 0.314 0.306
HT29 0.333 0.388 0.352 0.408 0.453
A549 0.262 0.322 0.352 0.389 0.396
A375 0.249 0.333 0.296 0.342 0.364
PC3 0.266 0.311 0.305 0.376 0.371
MCF7 0.273 0.345 0.313 0.372 0.400

Average 0.246 0.297 0.292 0.334 0.351

Table D.9: Retrieval performance of signature ensembling methods. All results reported as mean recipropcal ranks.

Method 1 Method 2 Statistic P-Value P-Adjusted P-Adjusted Sig

Best Match First Occur. 335663 1.40E-13 1.40E-12 ****
Best Match Corr Avg 514489 1.10E-05 0.00011 ***
Best Match Target Avg 515484 3.40E-07 3.40E-06 ****
Best Match Softmax Avg 534342 5.45E-18 5.45E-17 ****
First Occur. Corr Avg 599482.5 1.82E-36 1.82E-35 ****
First Occur. Target Avg 593130.5 1.98E-44 1.98E-43 ****
First Occur. Softmax Avg 603919 4.51E-59 4.51E-58 ****
Corr Avg Target Avg 389983 0.000844 0.008 **
Corr Avg Softmax Avg 464904 1.31E-15 1.31E-14 ****
Target Avg Softmax Avg 359648.5 1.94E-09 1.94E-08 ****

Table D.10: Results of Pairwise Wilcoxon Tests Comparing Raw Ranks from Various Ensembling Methods.

Estimate (95% CI) Std. Error T Value P-Value

Intercept -2.104 (-2.486, -1.722) 0.1930 -10.9 <2e-16
log(NumberOfUniqueGenes) 0.5074 (0.428, 0.5866) 0.0400 12.68 <2e-16

Table D.11: Drug Specificity Versus Retrieval Performance: Addiঞonal Details of Model Fit.
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Figure D.12: Cmapping Ensemble Methods Limited to Top N Most Similar Cell Lines.

Estimate (95% CI) Std. Error T Value P-Value

Intercept 107.628 (95.41, 119.84) 6.173 17.436 <2e-16
log(NumberOfUniqueGenes) -8.603 (-11.135, -6.0708) 1.28 -6.722 5.22e-10

Table D.12: Drug Specificity Versus False Posiঞvity: Addiঞonal Details of Model Fit.

Group 1 Group 2 Statistic P-Value P-Adjusted P-Adjusted Sig

Extracellular Intracellular 362 5.95E-20 1.78E-19 ****
Extracellular Random 464 4.94E-19 1.48E-18 ****
Intracellular Random 6165 5.52E-05 0.000166 ***

Table D.13: Results of Pairwise Wilcoxon Tests Comparing Results from Intra- Versus Extracellular Genes.
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Figure D.13: Cmapping Ensemble Methods with Target Signatures Thresholded by Baseline Correlaঞon.

Datasets MRR

CMap All Genes 0.257691597
CMap L1000 Gene Subset 0.269855226
L1000 Unions 0.261152954

Table D.14: Cmapping External GEO Datasets against the LINCS and CMAP Datasets.

Datasets MRR

L1000 6hr vs CMap 0.143053374
CMap vs L1000 6hr 0.121220802
L1000 Union vs CMap 0.127259894
CMap vs L1000 Union 0.124553181

Table D.15: Cmapping the LINCS and CMAP datasets Against Each Other.
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Figure D.14: Drug Specificity Versus Retrieval Performance: Model Diagnosঞcs.
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Figure D.15: Drug Specificity Versus False Posiঞvity: Model Diagnosঞcs.
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Small Molecule GEOAccession Numbers

Tretinoin GSE1588, GSE20500, GSE27200, GSE31280, GSE34324,
GSE37060, GSE39883, GSE42619, GSE43221, GSE43405,
GSE45587, GSE45714, GSE46268, GSE49516, GSE50028,
GSE51549, GSE54464, GSE56683, GSE58749, GSE60956,
GSE61002, GSE63351, GSE66043, GSE66837, GSE66854,
GSE69851, GSE75138.

Dexamethasone GSE7683, GSE11056, GSE39272, GSE41062, GSE42902,
GSE46116, GSE49591, GSE49804, GSE51669, GSE54608,
GSE54778, GSE55877, GSE56831, GSE59080, GSE59805,
GSE61879, GSE61880, GSE62635, GSE64826, GSE65240,
GSE67290, GSE71615, GSE74624, GSE75682, GSE79761.

Doxorubicin GSE26599, GSE28416, GSE32301, GSE37543, GSE39870,
GSE40289, GSE42368, GSE42531, GSE43541, GSE46275,
GSE46493, GSE47013, GSE50650, GSE51068, GSE51709,
GSE53474, GSE58074, GSE63351, GSE63410, GSE79413.

LY-294002 GSE8488, GSE9601, GSE15069, GSE29689, GSE34817,
GSE50841, GSE60344, GSE62375.

Metformin GSE14888, GSE17404, GSE33612, GSE35961, GSE36847,
GSE46262, GSE46263, GSE67342.

Progesterone GSE10290, GSE16171, GSE22025, GSE24468, GSE25077,
GSE29435, GSE38132, GSE55736, GSE59262, GSE59558,
GSE61368, GSE61538, GSE62243, GSE67561, GSE69851.

Quercetin GSE13899, GSE15162, GSE23523, GSE38067, GSE38136,
GSE38141, GSE38325, GSE39140, GSE51343, GSE59368,
GSE62805, GSE63227, GSE71367.

Sirolimus GSE15703, GSE18571, GSE26599, GSE36847, GSE38055,
GSE46909, GSE51068, GSE66107, GSE68091.

Resveratrol GSE6089, GSE7111, GSE11845, GSE25412, GSE32357,
GSE38325, GSE39551, GSE41168, GSE45927, GSE50005,
GSE62194, GSE72119, GSE79109.

Vorinostat GSE18544, GSE27226, GSE29419, GSE34880, GSE35242,
GSE43010, GSE44621, GSE56188, GSE60408, GSE69851,
GSE71127, GSE72688.

Table D.16: GEO Accession numbers for the small molecules not taken from the CREEDS database.
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Figure D.16: Cmapping the LINCS and CMAP datasets Against Each Other.
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D.3 Chapter 3

Inputs Accuracy AUC Avg. Conf.

Fundoscopy
Patch - Natural 78.5% 0.828 80.8%
Patch - White Box 0.3% 0.000 99.2%
Patch - Gray Box 3.9% 0.000 97.5%

Chest X-Ray
Patch - Natural 92.1% 0.539 95.8%
Patch - White Box 0.00% 0.000 98.8%
Patch - Gray Box 9.7% 0.004 83.3%

Dermoscopy
Patch - Natural 67.5% 0.482 85.6%
Patch - White Box 0.00% 0.000 99.7%
Patch - Gray Box 1.37% 0.000 97.6%

Table D.17: Results of medical deep learning models on clean test set data, white box, and black box patch a�acks.
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Figure D.17: Addiঞonal examples of reঞnal fundus images, adversarial perturbaঞons, and resultant adversarial examples.
Noise displayed is the white box noise.
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Figure D.18: Addiঞonal examples of chest x-ray images, adversarial perturbaঞons, and resultant adversarial examples.
Noise displayed is the white box noise.
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Figure D.19: Addiঞonal examples of dermoscopy images, adversarial perturbaঞons, and resultant adversarial examples.
Noise displayed is the white box noise.
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